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QUESTION 1

What two settings must be selected under the wireless properties security tab to configure EAP-TLS on a Microsoft
Windows client? (Choose two.) 

A. 802.1X 

B. Shared 

C. WPA2-Personal 

D. WPA2-Enterprise 

E. Network Security Key 

F. Smart Card or other certificate 

G. Protected EAP 

Correct Answer: DF 

 

QUESTION 2

Which two situations permit the Cisco WCS v7.0 to successfully trace a rogue to a switch port? (Choose two.) 

A. The rogue is broadcasting an infrastructure SSID. 

B. The rogue has a client that is associated. 

C. The wired MAC address of the rogue is equal to or +1/-1 of the wireless MAC address of the rogue. 

D. The rogue is on the same switch as a CAPWAP AP. 

E. The rogue has been identified using RLDP. 

Correct Answer: BC 

 

QUESTION 3

An engineer is configuring the guest WLAN to redirect to a created login page uploaded to the controller. Which three
CLI commands are required if the guest WLAN is on WLAN 2? (Choose three.) 

A. config wlan security web-auth enable 2 

B. config wlan custom-web global enable 2 

C. config wlan custom-web webauth-type customized 2 

D. config wlan custom-web login-page login.html 2 

E. config wlan custom-web webauth-type internal 2 
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F. config wlan custom-web login-page customized 2 

Correct Answer: ACD 

 

QUESTION 4

An engineer needs to verify a corporate user\\'s authentication on an SSID using NAC. What two locations should be
viewed to verify the NAC state? (Choose two.) 

A. WLC 

B. CAS 

C. CAM 

D. ACS 

E. NGS 

Correct Answer: AC 

 

QUESTION 5

What are two of the benefits that the Cisco AnyConnect v3.0 provides to the administrator for client WLAN security
configuration? (Choose two.) 

A. Provides a reporting mechanism for rouge APs 

B. Prevents a user from adding any WLANs 

C. Hides the complexity of 802.1X and EAP configuration 

D. Supports centralized or distributed client architectures 

E. Provides concurrent wired and wireless connectivity 

F. Allows users to modify but not delete admin-created profiles 

Correct Answer: CD 
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