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QUESTION 1

An engineer is troubleshooting user authentications on the Cisco CAM and is viewing the wireless clients under the
discovered clients tab. What client information can be gathered from this screen?

A. authentication status
B. association status
C. EAP type

D. NAC state

Correct Answer: B

QUESTION 2

Which one best describes the EAP Identity Request frame when a wireless client is connecting to a Cisco WLC
v7.0-based AP WLAN?

A. sourced from the Cisco ACS Server to the client
B. sourced from the client to the Cisco ACS Server
C. sourced from the WLC to the client

D. sourced from the client to the WLC

E. sourced from the AP to the client

F. sourced from the client to the AP

Correct Answer: C

QUESTION 3

Which device provides IDS and IPS protection in a Cisco Unified Wireless Network against wireless clients with viruses
and worms?

A. Cisco NAC Guest Server

B. Cisco Secure Access Control System
C. Cisco WLC

D. Cisco WCS

E. Cisco NAC Appliance Manager

F. Cisco NAC Appliance Server
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G. Cisco IPS Appliance

Correct Answer: G

QUESTION 4

Refer to the exhibit.

Dec 7 13:56:0%.373: dotll_suth dotlx start: in the dotll_suth dotlx start
Dec T 13:56:08.373: dc;t11_auth_:in3t1x_send_iﬁt:_client.'

gending identity requeat for 0040.9&al. 152

Dec 7 13:56:09.374: dotll_auth dotlx send 3 reqg to client:
Started timer client timeout 30 3e 3

Dec 7 13:56:39.358: dotll auth dotlgs | riam:
Executing Action({CLIENT WAIT,JIMFOUT) for 0040.36a0.3758

Dec 7 13:56:39.358: dn::tll_autl'{gﬁ%lx_send_n::lient_:‘ail.'
Ruthentication failed f“&; 40.9620.3758

Dec 7 13:56:39.358: %DﬂIllﬂi’;?iﬁUTH_FﬁILED:
Station 0040.96a0.3758 Authentication failed

A client reports being unable to log into the wireless network, which uses PEAPv2. Which two issues appear in the
output? (Choose two.)

A. There is a problem with the client supplicant.

B. The AP has the incorrect RADIUS server address.

C. The AP has lost IP connectivity to the authentication server.
D. The EAP client timeout value should be increased.

E. The authentication server is misconfigured on the controller.
F. The authentication server is misconfigured in the WLAN.

Correct Answer: AD

QUESTION 5

Wireless client voice calls are being degraded during roaming using a Cisco 7925 series phone on a wireless network.
What mechanism can resolve the issue?

A. CCKM
B. 802.11r
C. PKC

D. 802.11i
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Correct Answer: A
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