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QUESTION 1

On a newly configured wireless network, client data is not reaching the foreign controller when a client needs to roam.
What port(s) should be verified as open? 

A. IP Protocol 97 

B. UDP port 166666 

C. TCP ports 443 and 80 

D. UDP ports 161 and 162 

Correct Answer: A 

 

QUESTION 2

An engineer wants to configure guest access to redirect to a webpage and log in with provided credentials. Which
configuration option on the WLAN is selected? 

A. authentication 

B. passthrough 

C. conditional web redirect 

D. splash page web redirect 

E. preauthentication ACL 

Correct Answer: A 

 

QUESTION 3

Clients are failing EAP authentication. A debug shows that an EAPOL start is sent and the clients are then de-
authenticated. Which two issues can cause this problem? (Choose two.) 

A. The WLC certificate has changed. 

B. The WLAN is not configured for the correct EAP supplicant type. 

C. The shared secret of the WLC and RADIUS server do not match. 

D. The WLC has not been added to the RADIUS server as a client. 

E. The clients are configured for machine authentication, but the RADIUS server is configured for user authentication. 

Correct Answer: CD 
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QUESTION 4

Refer to the exhibit. 

What does this Cisco Secure ACS v4.2 log indicate? 

A. The WLC is not configured as a client in the Cisco Secure ACS. 

B. The WLC is not configured as a server in the Cisco Secure ACS. 

C. Incorrect authentication exists between the WLC and Cisco Secure ACS. 

D. The wireless client is not configured as a client in the Cisco Secure ACS. 

E. Incorrect authentication exists between the wireless client and Cisco Secure ACS. 

Correct Answer: C 

 

QUESTION 5

An engineer is going to enable EAP on a new WLAN and is ensuring he has the necessary components. What
component uses EAP and 802.1x to pass user authentication to the authenticator? 

A. AP 

B. Controller 

C. Supplicant 

D. AAA Server 

Correct Answer: C 
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