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QUESTION 1

Which three Host Scan checks on a remote endpoint can you configure Cisco Secure Desktop to perform? (Choose
three.)

A. registry checks

B. user rights checks

C. group policy objects checks

D. file checks

E. virus software checks F. process checks

Correct Answer: ADF

http://www.cisco.com/en/US/docs/security/csd/csd341/configuration/guide/CSDhscan.html You can specify a set of
registry entries, filenames, and process names, which form a part of Basic Host Scan. Host Scan, which includes Basic
Host Scan and Endpoint Assessment, or Advanced Endpoint Assessment; occurs after the prelogin assessment but
before the assignment of a DAP. Following the Basic Host Scan, the security appliance uses the login credentials, the
host scan results, prelogin policy, and other criteria you configure to assign a DAP. See the sections that name the

types of Basic Host Scan entries you would like to configure:?dding a File Check?dding a Registry Key Check?dding a
Process Check

QUESTION 2

Refer to following Exhibit and answer the following question below:
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Click the grey buttons at the bottom of this frame to view the different windows.
Windows can be minimized and repositioned. You can also reposition a window by dragging it by the title bar.

The "Tab” key and most commands that use the Control or Escape keys are not supported and are not needed to complete
this simulation.

You are the firewall administrator for a small company. The company currently supports remote-access SSL VPN and IPsec
VPM via a Cisco ASA 5520. This morning, your manager supplied you with a list of Cisco ASA configuration questions. Usini :

O

= the Cisco ASA ASDM, your job is to navigate the preconfigured Cisco ASDM to find the answers to the questions.

SSL VPN

Cisco ASA
5540

. 71 B
IPsec VPN
172.16.2.0
.
DMZ
Server
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Upon logging in, user, emploeyeel, gets two sets of privileges. Choose the two options that show the privileges that are
held by employeel.(Choose two)

A. Cisco ASDM, SSH, Telnet, and console access

B. CLI login prompt for SSH, Telnet, and console only

C. No Cisco ASDM, SSH, or console access

D. Level 15

E. Level 2

F. Level 3

Correct Answer: DE

Command authorization If you turn on command authorization using the local database, then the security appliance
refers to the user privilege level to determine what commands are available. Otherwise, the privilege level is not
generally used. By default, all commands are either privilege level 0 or level 15. ASDM allows you to enable three
predefined privilege levels, with commands assigned to level 15 (Admin), level 5 (Read Only), and level 3 (Monitor
Only). If you use the predefined levels, then assign users to one of these three privilege levels. This should show

assigned levels for us:; on my demo version | could get the advanced tab to appear on aaa authorization to setup other
commands but this shows how | setup contractorl
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QUESTION 3

Which four statements about the Advanced Endpoint Assessment are correct? (Choose four.)
A. It examines the remote computer for personal firewall applications.

B. It examines the remote computer for antivirus applications.

C. It examines the remote computer for antispyware applications.

D. It examines the remote computer for malware applications.

m

T

Correct Answer: ABCF
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. It does not perform any remediation, but it provides input that can be evaluated by DAP records.

. It performs active remediation by applying rules, activating modules, and providing updates where applicable.
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Host Scan As a condition for the completion of a Cisco AnyConnect or clientless S5L
VPN connection, the remote LDm;:ruter scans for a greatly expanded
collection of antivirus and antispy applications, firewalls, operating
systems, and associated updme?ﬁh so scans for any registry entries.
filenames, and process n.ame l}fcu specify. It sends the scan results to the
security appliance. The ae% y applhiance uses both the user login credentials
and the computer acanfﬁﬁ ts to assign a Dynamic Access Policy (DAP).

With an Advancad yoint Assessment License, you can enhance Host Scan

by configuring ;g:_r}%ltempt to update noncompliant computers to meet version
requireme HE?’ o3

QUESTION 4
Which statement is correct concerning the trusted network detection (TND) feature?
A. The Cisco AnyConnect 3.0 Client supports TND on Windows, Mac, and Linux platforms.

B. With TND, one result of a Cisco Secure Desktop basic scan on an endpoint is to determine whether a device is a
member of a trusted or an untrusted network.

C. If enabled, and a CSD scan determines that a host is a member of an untrusted network, an administrator can
configure the TND feature to prohibit an end user from launching the Cisco AnyConnect VPN Client.

D. When the user is inside the corporate network, TND can be configured to automatically disconnect a Cisco
AnyConnect session.

Correct Answer: D

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect25/administration/guide/ac
O3features.html

Trusted Network Detection Trusted Network Detection (TND) gives you the ability to have AnyConnect automatically
disconnect a VPN connection when the user is inside the corporate network (the trusted network) and start the VPN
connection when the user is outside the corporate network (the untrusted network). This feature encourages greater
security awareness by initiating a VPN connection when the user is outside the trusted network.

If AnyConnect is also running Start Before Logon (SBL), and the user moves into the trusted network, the SBL window
displayed on the computer automatically closes. TND does not interfere with the ability of the user to manually establish
a VPN connection. It does not disconnect a VPN connection that the user starts manually in the trusted network. TND
only disconnects the VPN session if the user first connects in an untrusted network and moves into a trusted network.
For example, TND disconnects the VPN session if the user makes a VPN connection at home and then moves into the
corporate office. Because the TND feature controls the AnyConnect GUI and automatically initiates connections, the
GUI should run at all times. If the user exits the GUI, TND does not automatically start the VPN connection.

You configure TND in the AnyConnect profile. No changes are required to the ASA configuration.
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QUESTION 5

Which three statements about clientless SSL VPN are true? (Choose three.)
A. Users are not tied to a particular PC or workstation.

B. Users have full application access to internal corporate resources.

C. Minimal IT support is required.

D. Cisco AnyConnect SSL VPN software is automatically downloaded to the remote user at the start of the clientless
session.

E. For security reasons, browser cookies are disabled for clientless SSL VPN sessions.
F. Clientless SSL VPN requires an SSL-enabled web browser.

Correct Answer: ACF
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