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QUESTION 1

Refer to the exhibit. 

A NOC engineer is in the process of entering information into the Create New VPN Connection Entry fields. Which
statement correctly describes how to do this? 

A. In the Connection Entry field, enter the name of the connection profile as it is specified on the Cisco ASA appliance. 

B. In the Host field, enter the IP address of the remote client device. 

C. In the Authentication tab, click the Group Authentication or Mutual Group Authentication radio button to enable
symmetrical pre-shared key authentication. 

D. In the Name field, enter the name of the connection profile as it is specified on the Cisco ASA appliance. 

Correct Answer: D 

http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client46/win/user/guide/vc4. 

html#wp1074766 

Step 1 Start the VPN Client by choosing Start > Programs > Cisco Systems VPN Client > VPN Client. 

Step 2 The VPN Client application starts and displays the advanced mode main window (Figure 4-1). If you are not
already there, open the Options menu in simple mode and choose Advanced Mode or press Ctrl-M. 
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Step 3 Select New from the toolbar or the Connection Entries menu. The VPN Client displays a form 

Step 4 Enter a unique name for this new connection. You can use any name to identify this connection; for example,
Engineering. This name can contain spaces, and it is not case-sensitive. Step 5 Enter a description of this connection.
This 
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field is optional, but it helps further identify this connection. 

For example, Connection to Engineering remote server. Step 6 Enter the hostname or IP address of the remote VPN
device you want to access. 

Group Authentication 

Your network administrator usually configures group authentication for you. If this is not the case, use the following
procedure: 

Step 1 Click the Group Authentication radio button. 

Step 2 In the Name field, enter the name of the IPSec group to which you belong. This entry is case-sensitive. 

Step 3 In the Password field, enter the password (which is also case-sensitive) for your IPSec group. The field displays
only asterisks. 

Step 4 Verify your password by entering it again in the Confirm Password field. 

 

QUESTION 2

Refer to following Exhibit and answer the following question below: 
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Which group policy restricts the VPN user access to VLAN 100? 

A. Employee 

B. Contractor 

C. Management 

D. Engineering 

Correct Answer: B 

Explanation: 

configuration > network client access > any connect connection profiles >connection profiles > edit 
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For each profile > general > more options > restricted VLAN Monitoring > VPN > VPN statistics Sessions, vlan mapping
sessions 
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QUESTION 3

With SCEP enabled in a Cisco AnyConnect Connection Profile, what additional configuration step must you do when
using Cisco ASA 8.4 software? 

A. Configure local authentication prior to the enrollment process. 

B. Configure the client to poll the CA for a response to the certificate request. 

C. Configure the location of the CA server. 

D. Configure the profile to inherit the SCEP forwarding URL. 

Correct Answer: C 

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect24/administration/guide/ac
03features.html#wp1072891 
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QUESTION 4
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An engineer, while working at a home office, wants to launch the Cisco AnyConnect Client to the corporate offices while
simultaneously printing network designs on the home network. 

Without allowing access to the Internet, what are the two best ways for the administrator to configure this application?
(Choose two.) 

A. Select the Tunnel All Networks policy. 

B. Select the Tunnel Network List Below policy. 

C. Select the Exclude Network List Below policy. 

D. Configure an exempted network list. 

E. Configure a standard access list and apply it to the network list. 
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F. Configure an extended access list and apply it to the network list. 

Correct Answer: CE 

http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080702992.shtml 

 

QUESTION 5

Which statement is true about configuring the Cisco ASA for Active/Standby failover? 

A. All versions of Cisco ASA software need to have the same licensing on both devices. 

B. Both devices perform load sharing until a failure occurs. 

C. All VPN-related configurations and files are automatically replicated. 

D. VPN images, profiles, and plug-ins must be manually provisioned to both devices. 

Correct Answer: D 
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