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QUESTION 1

Which statement about CRL configuration is correct?

A. CRL checking is enabled by default.

B. The Cisco ASA relies on HTTPS access to procure the CRL list.
C. The Cisco ASA relies on LDAP access to procure the CRL list.
D. The Cisco Secure ACS can be configured as the CRL server.
Correct Answer: C

ASA SSLVPN deployment guide:

The security appliance supports various authentication methods: RSA one-time passwords, Radius, Kerberos, LDAP,
NT Domain, TACACS, Local/lnternal, digital certificates, and a combination of both authentication and certificates.
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A network architect designed a redundant site-to-site IPsec VPN. In this site-to-site IPsec VPN solution are two
standalone Cisco ASA appliances that are deployed at the headquarters office site. A site-to-site VPN tunnel is
established between the remote office and online peer (192.168.4.1).

To enable the remote office devices to be advertised correctly at headquarters, select the three Cisco ASA parameters
and the ends in which they should be applied. R=remote end; H=headquarters end. (Choose three)

A. R-Configure Originate-Only

B. H-Configure Originate-Only

C. R-Configure Answer-Only

D. H-Configure Answer-Only

E. R-Enable RRI

F. H-Enable RRI

Correct Answer: ADF

http://secret-epedemiology-statistic.org.ua/1587052091/ch15levisec4.html

Connection Type The Cisco ASA in the site-to-site tunnel can respond and initiate a VPN connection. This bidirectional
default behavior can be changed to answer-only or originate- only mode. For example, if you want to limit the security
Cisco ASA to just initiate IKE tunnels, you can set the connection type to originate-only. This way, if the remote VPN
peer tries to initiate the connection, the local Cisco ASA will not honor the request. Similarly, if you want the security
Cisco ASA to accept IKE tunnels only from the peer, then you can set the connection type to answer-only. The

command syntax to set the connection type is Crypto map map-name seq-num set connection-type {answer-only |
bidirectional |

QUESTION 3

Refer to the exhibit.
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Bookmark List: [Jinherit | temp_worker | | [ Manage...
URL Entry: [Jinherit () Enable (@ Disable
File Access Control

File Server Entry: Intherit Enable Cisable Oo

File Server Browsing: [JInherit () Enable (%) Disable

E_F_?:_Conf_igura GUI Customization Objects

http: /{projects.abc.com
http:/f172.26.26.50

Address | v |

| Wieb Bookmarks

L

& temp worker admin

A new network engineer configured the ABC adaptive security appliance with two bookmarks for a new temporary
worker. The temporary worker can connect to the administrator server via the temp_worker_admin bookmark but
cannot

connect to the project server via the temp_worker_projects bookmark (which is grayed out). It was determined that the

URL and IP addressing information in the GUI screens is correct.

What is wrong with the configuration?

A. URL Entry should be enabled.

B. The File Server Entry Inherit parameter should be overwritten and set for enabled.
C. The DNS server information is incorrect.

D. File Server Browsing should be enabled.

Correct Answer: C

QUESTION 4
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On the right, a permanent (P) or temporary (T) license is added to a Cisco ASA 5520. The merged license result in new
capabilities for the Cisco ASA 5520. Drag the new resultant license on the left to the merging licenses on the right.

Select and Place:

Onthe right. & permanent (P) or temporary (T) license is added to a Cisco ASA 5520 The merged license results in new
capabiliies for tha Cisco ASA 5520. Drag the new resultant license on the left to the merging licenszs on the right.
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Correct Answer:

Onthe right. a permanent (P) or temporary (T) license is added fo a Cisco ASA 5520 The merged license results in new
capabiliies for tha Cisco ASA 5520. Drag the new resultant license on the left to the merging licensas on the right.
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Base + 25 551 users + Botnet

Base (P)+ 50 SSL users (T)
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QUESTION 5

Refer to the exhibit.

Rule Priority i F 1 to Connection Profile
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You have configured two SSL VPN Certificate to Connection Profile Maps for all employee and management users. The
Connection Profiles for the management users are not being applied when the "management” users connect.

Based on the configuration that is shown, what is the most likely cause of this issue?
A. The rule priority of the employee mapping is not low enough, and it needs to be lowered to 1.

B. The priority of the employee mapping is too low, and it needs to be increased, but not higher than the rule priority of
the management mapping.

C. The priority of the management mapping is too high, and it needs to be lower than the rule priority of the employee
mapping.

D. The matching criteria for the management mapping is too specific, and the CN matching parameter should be
removed.
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Correct Answer: C

ASDM user guide p[age 35 52 Use the Add/Edit Certificate Matching Rule dialog box to assign the name of a list (map)
to a connection profile. Fields ?Map--Choose one of the following: - Existing--Select the name of the map to include the
rule. New--Enter a new map name for a rule. ?Rule Priority--Type a decimal to specify the sequence with which the
security appliance evaluates the map when it receives a connection request. For the first rule defined, the default priority
is 10. The security appliance evaluates each connection against the map with the lowest priority number first. ?Mapped
to Connection Profile--Select the connection profile, formerly called a "tunnel group,” to map to this rule. If you do not
assign a rule criterion to the map, as described in the next section, the security appliance ignores the map entry.

atching rule criterion
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