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QUESTION 1

Refer to the exhibit. 

Given the example that is shown, what can you determine? 

A. Users are required to perform RADIUS or LDAP authentication when connecting with the Cisco AnyConnect client. 

B. Users are required to perform AAA authentication when connecting via WebVPN. 

C. Users are required to perform double AAA authentication. 

D. The user access identity is prefilled at login, requiring users to enter only their password. 

Correct Answer: C 

 

QUESTION 2

Which four parameters must be defined in an ISAKMP policy when you are creating an IPsec site-to-site VPN using the
Cisco ASDM? (Choose four.) 

A. encryption algorithm 

B. hash algorithm 

C. authentication method 

D. IP address of remote IPsec peer 

E. D-H group 

F. perfect forward secrecy 

Correct Answer: ABCE 

ASDM User guide Page 34-5 Should this not be IKE policy? 
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QUESTION 3

The software-based Cisco IPsec VPN Client solution uses bidirectional authentication, in which the client authenticates
the Cisco ASA, and the Cisco ASA authenticates the user. Which three methods are software-based Cisco IPsec VPN
Client to Cisco ASA authentication methods? (Choose three.) 

A. Unified Client Certificate authentication 

B. Secure Unit authentication 

C. Hybrid authentication 

D. Certificate authentication 

E. Group authentication 

Correct Answer: CDE 

ASDM user guide Page 35-69 
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Authentication Mode--Specifies the authentication mode: none, xauth, or hybrid. hybrid--Specifies the use of Hybrid
mode, which lets you use digital certificates for security appliance authentication and a different, legacy method--such
as 

RADIUS, TACACS+ or SecurID--for remote VPN user authentication. This mode breaks phase 1 of the Internet Key
Exchange (IKE) into the following steps, together called hybrid authentication: 

xauth--Specifies the use of IKE Extended Authentication mode, which provides the capability of authenticating a user
within IKE using TACACS+ or RADIUS. 

 

QUESTION 4

You are configuring bookmarks for the clientless SSL VPN portal without the use of plug-ins. 

Which three bookmark types are supported? (Choose three.) 

A. RDP 

B. HTTP 

C. FTP 

D. CIFS 

E. SSH 

F. Telnet 

Correct Answer: BCD 

http://www.cisco.com/en/US/docs/security/asa/asa80/asdm60/ssl_vpn_deployment_guide/deploy.html#w p1227212 

 

QUESTION 5

Refer to the exhibit. 

While troubleshooting a remote-access application, a new NOC engineer received the logging message that is shown in
the exhibit. Which configuration is most likely to be mismatched? 

A. IKE configuration 

B. extended authentication configuration 

C. IPsec configuration 

D. digital certificate configuration 

Correct Answer: C 

http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtmland %ASA-5-713259:
Group = groupname, Username = username, IP = peerIP, Session is being torn down. Reason: reason The termination
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reason for the ISAKMP session appears, which occurs when the session is torn down through session management.
?roupname--The tunnel group of the session being terminated ?sername--The username of the session being
terminated ?eerIP--The peer address of the session being terminated ?eason--The RADIUS termination reason of the
session being terminated. Reasons include the following: 

- Port Preempted (simultaneous logins) 

- Idle Timeout 

- Max Time Exceeded 

- Administrator Reset 
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