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QUESTION 1

When deploying clientless SSL VPN advanced application access, the administrator needs to collect information about
the end-user system. Which three input parameters of an end-user system are important for the administrator to
identify? (Choose three.)

A. types of applications and application protocols that are supported

B. types of encryption that are supported on the end-user system

C. the local privilege level of the remote user

D. types of wireless security that are applied to the end-user tunnel interface

E. types of operating systems that are supported on the end-user system

F. type of antivirus software that is supported on the end-user system

Correct Answer: ACE

When enabling port forwarding, the SSL VPN gateway will modify the hosts file on the PC of the remote user. Some
software configurations and software security applications will detect this modification and prompt the remote user to
select "Yes" to permit. To permit the modification, the remote user must have local administrative privileges. To securely
access resources on a private network behind an SSL VPN gateway, the remote user of an SSL VPN service must have
the following: ?;Thin Clien"; support used for TCP port-forwarding applications requires administrative privileges on the
computer of the remote user. ?;Tunnel mod"; for Cisco SSL VPN requires administrative privileges for initial installation
of the full tunnel client. ?The remote user must have local administrative privileges to use thin client or full tunnel client
features. Operating system support ?Microsoft Windows 2000, Windows XP, or Windows Vista ?Macintosh OS X 10.4.6

?Linux (Redhat RHEL 3.0 +, FEDORA 5, or FEDORA 6) SSL VPN-supported browser--The following browsers have
been verified for SSL VPN. Other browsers might not fully support SSL VPN features.

QUESTION 2

What is the selection hierarchy to which attributes are applied to a clientless SSL VPN use? Drag an attribute policy on
the to the correct priority level within the attribute hierarchy on the right.

Select and Place:
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What is tha selection hierarchy to which attributes are applied to a clienfless SSL VPN user? Drag an attribute policy on the left to
the correct priority level within the attribute hierarchy on the right

Group Policy aftributes aftached to tha user profile highest priarity

User Palicy attributas

DAP attrbut
afirbutes /"\&{;\g
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"
L
5 %

¢
Default Group Policy amitﬂ@) _
iR lowest priarity

Gl
[ S

Group Policy aftributes attached to the connection profile

Correct Answer:

What is tha selection hierarchy to which attributes are applied to a clienfless SSL VPN user? Drag an attribute policy on the left to
the correct priority level within the attribute hierarchy on the right

DAF attributes

User Policy attributes

Growp Policy attributes attached to the user profile

w ” Group Palicy attributes attached ta the connection profile

Default Group Policy atmbutes

QUESTION 3

An IT manager and a Security manager are discussing the deployment options for clientless SSL VPN. They are trying
to decide which groups are best suited for this new deployment option. Which two groups are the best candidates for
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the clientless SSL VPN rollout? (Choose two.)
A. an IT administrator who needs to manage servers from a corporate laptop

B. employees who need occasional access to check their email accounts
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C. a vendor who needs access to confidential corporate presentations via Secure FTP

D. customers who need interactive access to the corporate invoice server

Correct Answer: BC

QUESTION 4

Refer to the exhibit.

File Miew Tools Mfizards ‘Window Help
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In the Edit Certificate Matching Rule Criterion window, you want to change the Mapped to Connection Profile. However,

you cannot perform that action from this window.

Where should you navigate to and what should you do, in order to perform this change?

A. Edit the entry in the Certificate Management window.

B. Edit the entry in the Connection Profiles window.
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C. Edit the entry in the Certificate to Connection Profile Maps window.
D. Edit the entry in IKE Policies window.
E. Delete this entry in the Mapping Criteria window, and add a new entry in the same location.

Correct Answer: C

QUESTION 5

Which statement regarding hashing is correct?

A. MD5 produces a 64-bit message digest.

B. SHA-1 produces a 160-bit message digest.

C. MD5 takes more CPU cycles to compute than SHA-1.

D. Changing 1 bit of the input to SHA-1 can change up to 5 bits in the output.

Correct Answer: B
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