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QUESTION 1
Which feature is supported when implementing an IPsec VPN configuration using IKEv2?

A. IKEv2 authentication can be configured to negotiate authentication modes within the IKE policy when using Cisco
ASDM.

B. IKEV2 proposals are identical to IKEv1 policies.

C. When implementing IKEv2 with a site-to-site VPN, authentication parameters should contain a fallback to to PSKs, in
case certificate-based authentication fails.

D. IKEv2 peer authentication can be implemented with asymmetric authentication methods.

Correct Answer: D

QUESTION 2

Refer to the exhibit.

|%ASA-5-?13259: Group = contractor, Username = vpnuser, IP = 172.16.1.20, Session is being torn down. Reason: Phase 2 o

While troubleshooting a remote-access application, a new NOC engineer received the logging message that is shown in
the exhibit. Which configuration is most likely to be mismatched?

A. IKE configuration

B. extended authentication configuration
C. IPsec configuration

D. digital certificate configuration

Correct Answer: C

QUESTION 3

You are the network security administrator. You receive a call from a user stating that he cannot log onto the network. In
the process of troubleshooting, you determine that this user is accessing the network via certificate-based Cisco
AnyConnect SSL VPN.

What is a troubleshooting step that you should perform to determine the cause of the access problem?

A. Revoke and reissue the certificate, and have the user try again.

B. Verify that a connection can be made without using certificates.

C. Ask the user to use IPsec, and test the connection attempts.

D. Check the WebACLs on the Cisco ASA.
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Correct Answer: B

QUESTION 4

Refer to the exhibit.

access-listtemp_aclwebtype permittcp host10.0.4.4 eq 3389 log default
webwpn
memcry-size percent 25
enable outside
svcenable
tunnelgroup-listenable
rewritz order 10 disable resource-mask *:/{cisco.com/* name cisco- ass
smart-tunnellist Smart tunnel_applications Microsoft-RDP-Clie EXE platform
windows ’b

group-policy temp_worker internal o
group-policy temp_worker attributes
bannervalue Welcome Temp Workers! ES
vpn-tunnel-protocol swcwebvpn o
webvon (

customization value temp_worker
smart-tunnel auto-start Smart_t
file-entry disable L/ t
file-browsing disable
url-entry disable
group-policy DfEGrpPoli
vpn-tunnel-protocol

url-list value temp_worker
filtervalue temp_acl
I: br

cations

webvpn
url-list value C _server
tunnel-gro rkartype remote-access

tunnel-g mp_workzr general-attributzs
default-group-policy temp_worker

tunnel-group temp_workzr webvpn-attributes
customizationtemp_worker
group-alias temp_workerenable
group-urlhttps://192.163.4.2/temp_workerenable

The ABC Corporation has a Cisco ASA in its test bed. A new network administrator is instructed to add a smart tunnel
application to the existing configuration. The configuration will enable a "temp_worker" who is using Microsoft native
RDP to have RDP access to server 10.0.4.4 only.

Which statement is correct concerning the smart-tunnel configuration?

A. The WebType access list is misconfigured.

B. The smart tunnel list parameter is misconfigured.
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C. The smart tunnel group policy parameters are misconfigured.
D. The smart tunnel configuration is configured correctly.

Correct Answer: D

QUESTION 5

Your corporate finance department purchased a new non-web-based TCP application tool to run on one of its servers.
Certain finance employees need remote access to the software during nonbusiness hours. These employees do not
have "admin" privileges to their PCs.

What is the correct way to configure the SSL VPN tunnel to allow this application to run?

A. Configure a smart tunnel for the application.

B. Configure a "finance tool" VNC bookmark on the employee clientless SSL VPN portal.

C. Configure the plug-in that best fits the application.

D. Configure the Cisco ASA appliance to download the Cisco AnyConnect SSL VPN Client to the finance employee
each time an SSL VPN tunnel is established.

Correct Answer: A
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