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QUESTION 1

You have been using pre-shared keys for IKE authentication on your VPN. Your network has grown rapidly, and now
you need to create VPNs with numerous IPsec peers. How can you enable scaling to numerous IPsec peers? 

A. Migrate to external CA-based digital certificate authentication. 

B. Migrate to a load-balancing server. 

C. Migrate to a shared license server. 

D. Migrate from IPsec to SSL VPN client extended authentication. 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit. 

As the administrator of a Cisco ASA security appliance for remote-access IPsec VPNs, you are assisting a user who
has a digital certificate that is configured for the Cisco VPN Client. Based on the exhibit, what do you do to find the MD5
thumbprint of the "level_2" certificate? 

A. Choose the certificate, then click Status > Certificates from the menu bar. 

B. Choose the certificate, then click the View button. 

C. Choose the certificate, then click Options > Properties from the menu bar. 

D. Choose the certificate, then click the Verify button. 

Correct Answer: B 
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QUESTION 3

When troubleshooting a site-to-site IPsec VPN deployment, you see a QM FSM message. What is the most likely cause
of this message? 

A. The Quick Mode timers have expired. 

B. There are mismatched proxy identities. 

C. Forward Secrecy Mode has failed. 

D. IKE Phase 1 has failed authentication due to mismatched DH groups. 

Correct Answer: B 

 

QUESTION 4

Refer to the exhibit. 

In the CLI snippet that is shown, what is the function of the deny option in the access list? 

A. When set in conjunction with outbound connection-type bidirectional, its function is to prevent the specified traffic
from being protected by the crypto map entry. 

B. When set in conjunction with connection-type originate-only, its function is to instruct the Cisco ASA to deny specific
inbound traffic if it is not encrypted. 

C. When set in conjunction with outbound connection-type answer-only, its function is to instruct the Cisco ASA to deny
specific outbound traffic if it is not encrypted. 

D. When set in conjunction with connection-type originate-only, its function is to cause all IP traffic that matches the
specified conditions to be protected by the crypto map. 

Correct Answer: A 

 

QUESTION 5

For clientless SSL VPN users, bookmarks can be assigned to their portal. What are three methods for assigning
bookmarks? (Choose three.) 

A. connection profiles 

B. group policies 

C. XML profiles 

D. LDAP or RADIUS attributes 
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E. the portal customization tool 

F. user policies 

Correct Answer: BDF 
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