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QUESTION 1

Datagram Transport Layer Security (DTLS) was introduced to solve performance issues. Choose three characteristics
of DTLS. (Choose three.)

A. It uses TLS to negotiate and establish DTLS connections.

B. It uses DTLS to transmit datagrams.

C. It is disabled by default.

D. It uses TLS for data packet retransmission.

E. It replaces underlying transport layer with UDP 443.

F. It uses TLS to provide low-latency video application tunneling.

Correct Answer: ABE

QUESTION 2

Refer to the exhibit.

access-listtemp_acd webtype permit url http:/10.0.4 10 username temp1 attributes
webvpn vpn-group-policy temp_worker
enakle outside vpn-tunnel-protocol webvpn
svc enable group-lockwvaltie temp_worker
tunnzl-group-list enable servicesype remote-access
group-policy temp_workerinternal web_-’-

group-policy temp_worker aftributes %wsing disable
bannervalue Welcome Temp Workers! ?zwu entry enable
vpn-unnel-protocol webvpn \3 rl-entry disable

vian 100 W hidden-shares none

webvpn url-list value Corporate_Server

customization value temp_worker
tunnel-group temp_worker type remote-access
tunnel-group temp_worker general-attributes
default-group-policy temp_worker

urllist value Corporate_Server
url-entry disable
group-policy Default attributes
vpn-unnel-protocol IPSec svcwebvpn

7

webvpn ﬁﬁg L tunnel-group temp_worker webvpn-atiributes
url-list value Corporate_Server 3 custormization lemp_worke:
filter value temp_acl group-alias temp_worker enaktle .
usermname temp1 password cisco group-url hitps:/#192.168 4 2itemp_worker &

A junior network engineer configured the corporate Cisco ASA appliance to accommodate a new temporary worker. For
security reasons, the IT department wants to restrict the internal network access of the new temporary worker to the
corporate server, with an IP address of 10.0.4.10. After the junior network engineer finished the configuration, an IT
security specialist tested the account of the temporary worker. The tester was able to access the URLs of additional
secure servers from the WebVPN user account of the temporary worker.

What did the junior network engineer configure incorrectly?
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A. The ACL was configured incorrectly.

B. The ACL was applied incorrectly or was not applied.

C. Network browsing was not restricted on the temporary worker group policy.

D. Network browsing was not restricted on the temporary worker user policy.

Correct Answer: B

QUESTION 3

Match the Diffie-Hellman group on the left with the correct application on the right. (Not all items will be used.)

Select and Place:

IMatch the Diffie-Hellman group on the left with the correct application on the right. (Mct all tems will be used.)

D-H group 1

D-H group 2

D-H group 3

L-H group &

D-H group 7

?jﬂéfaultfcr remote-access VPN—Acgressive

made

recommended far remae-access VPN with PDAs

-192

recammended for remolte-access VPN using AES

default for site-to-site VPN—cerificate-based

Correct Answer:

Iatch the Diffie-Hellman group on the left with the correct application on the right. (Nct all items will be used )

D-H group 1

D-H group 2

D-H group 7

U-H graup &5

D-H group 3
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QUESTION 4

Refer to the exhibit.
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While configuring a site-to-site VPN tunnel, a new NOC engineer encounters the Reverse Route Injection parameter.

Assuming that static routes are redistributed by the Cisco ASA to the IGP, what effect does enabling Reverse Route
Injection on the local Cisco ASA have on a configuration?

A. The local Cisco ASA advertises its default routes to the distant end of the site-to-site VPN tunnel.

B. The local Cisco ASA advertises routes from the dynamic routing protocol that is running on the local Cisco ASA to the
distant end of the site-to-site VPN tunnel.

C. The local Cisco ASA advertises routes that are at the distant end of the site-to-site VPN tunnel.

D. The local Cisco ASA advertises routes that are on its side of the site-to-site VPN tunnel to the distant end of the site-
to-site VPN tunnel.

Correct Answer: C

QUESTION 5
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Refer to the exhibit.

tunnel -group BASIC-ANYCONNECT-PROFILE gene_‘:qal —attributes
authentication-server-group MY-RADIUS- 5%
secondary-authentication-server-group ﬂ;ﬁY ~-LDAP-SVRS

tunnel -group BASIC-ANYCONNECT-FPROF L webvpn-attributes
authentication aaa - L

Given the example that is shown, what can you determine?

A. Users are required to perform RADIUS or LDAP authentication when connecting with the Cisco AnyConnect client.
B. Users are required to perform AAA authentication when connecting via WebVPN.

C. Users are required to perform double AAA authentication.

D. The user access identity is prefilled at login, requiring users to enter only their password.

Correct Answer: C
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