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QUESTION 1

Select and Place:

Match the characterisitc on the left with the correct transport layer protocol cn the right.

used to tunnel traffic over TCP 443

replaced underlying transport layer with UDP 443

enabled by default

requires retransmiss on of lost packets

D

h

E (_‘\j 5 TLS

q

= 5 DTLS
used to transmit datagrams Y{
oo
‘g»_\:« o
Used to negotiate control me(siqgéﬁ“)
.
Correct Answer:
‘ Match the characterisitc on the left with the correct transport layer protocol cn the right.
| a6 T

used to tunnel traffic over TCP 443

requires retransmiss on of lost packets

Used to negotiate control messages

DTLS

replaced underlying transport layer with UDP 443

enabled by default

used to transmit datagrams

QUESTION 2

After adding a remote-access IPsec tunnel via the VPN wizard, an administrator needs to tune the IKE policy
parameters. Where is the correct place to tune IKE policy parameters?

A. Cisco IPsec VPN SW Client > Client Profile
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B. IPsec User Profile
C. Group Policy

D. IKE Policy

E. Crypto Map

Correct Answer: D

QUESTION 3

Refer to the exhibit.

File  MWiew: Toaols ;Wizardg i d o HelP

g Hornz. @.,.‘T':“”F!'_EIH_@FFP” ' | Save | Bal:k @ Forward| @ Help‘ .

Site-to-Site VPN

neckion Profiles

8
i
Access Interfaces
§ @ Group Policies :
& = IE Certificate Management Enable interfaces For IPsec access,
E % Identity Certificates e i
- fiw O Certificates : :
E--I% Adwvanced ;::;'de
—ED} Tunnel Groups s [
I@ Crypto Maps inside
B IKE Policies
%’ IKE Parameters

-8 IPsec Propasals (Transform Sets)
W IPsec Prefragmentation Policies Cannection Profiles
=124 Certificate to Connection Profile Maps

Zonneckion profile j peer of a site-to-sike connection. It specifies what data

Bﬁ ACL Manager

Interface Local Metwork Remate Metwork

“& Remu:d:a .Cu:cess Y

‘ﬁ? Device Setup
[ %{ Flrewall Q

" gg Site-ta-Site WPN

You are the network security administrator. You have received calls from site-to-site IPsec VPN users saying that they
cannot connect into the network. In troubleshooting this problem, you discover that some sites can connect, but other
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sites cannot. It is not always the same sites experiencing problems. You suspect that the permitted number of
simultaneous logins has been reached and needs to be increased.

In which configuration window or tab should you accomplish this task?
A. in the IKE Policies window

B. in the IKE Parameters window

C. in the System Options window

D. in the Device Management tab

Correct Answer: C

QUESTION 4
Which feature is supported when implementing an IPsec VPN configuration using IKEv2?

A. IKEv2 authentication can be configured to negotiate authentication modes within the IKE policy when using Cisco
ASDM.

B. IKEv2 proposals are identical to IKEv1 policies.

C. When implementing IKEv2 with a site-to-site VPN, authentication parameters should contain a fallback to to PSKs, in
case certificate-based authentication fails.

D. IKEv2 peer authentication can be implemented with asymmetric authentication methods.

Correct Answer: D

QUESTION 5

Refer to following Exhibit and answer the following question below:

Click the grey buttons at the bottom of this frame to view the different windows.
Windows can be minimized and repositioned. You can also reposition a windn@ging it by the fitle bar.

The "Tab”™ key and most commands that use the Control or Escape keys %r;l(ﬁesuppnrted and are not needed to complete
this simulation. Q

N4 =]
You are the firewall administrator for a small company. The m@ currently suppors remote-access SSL VPN and IPsec
WPM via a Cisco ASA 5520, This marning, your manager s you with a list of Cisco ASA configuration questions. Using

* the Cisco ASA ASDM, your job is to navigate the preconfi d Cisco ASDM to find the answers to the questions.

Q@
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Remaote Access ¥PN. o I Configuration > Remote Access ¥YPM = Network (Client) Access > AnyCo t Connection Profiles

D Introduction

The security appliance aukomatically deploys the Cisco AnvConnect YPN Clie te users uson connection. The nitial client deplovment require

ork {Client) Access end-user administrative rights, The Cisco AnyConnect YPN Client suppord 2] bunnel as well as 551 bunnel with Datagram Transpart Laye
Security (DT.5) tunneling options
AnyConnect Client Prakile Biccess Interfazes 6
. At dnnect Cliere settings Enable Cisco AnyConnect WPN Client access on the int ce* ected i the table below

ii\ [vnamic Access Policies

Group Policies S5L access musk be enabled if you allow AnyConnect di launched from a browser (web Launch) |

IPsec{IKEY1) Conneciion Profiles o IPsec (IKEw2) Access

- T Secure Mobility Solutian Inkerface

- fip Address Assignment Allow Arcess Allow Access Enable Client Services Dievice Cartiicate
tJ--% Advanced Ll O .

[ Clientless S5L WPN Access Mz Fl Port Sxttings .,
adafLocal Users irside O
- anh Server Groups
58 LDAP Attribute Map o et g
£l Local Users
Host Scan Irmage

Allow user to se eckion profile, identified by its alias, on the login page. Otherwise, CefaultWebYPMGroup will be the connection profile.

- secure Ceskiop Manager =
L ubdown page.
#-[E Certificate Management O
----- Language Localizatior e il N |
28 | nad Balancing
= i file {tunnel groap) specifies how user is authenticated and other parareters.

' DHCP Server

A DMS |[@ edit [ Delete
|B Advanced S e R =
Naome | est Enablca | Pace Enabied | Atasca | Authentication Mcthod
@Qevic,e Setup DefaultRAGroup v i AAALOCAL)
e - DefautWEBVPNGroup il L] AAAILOCAL)
@1.Filewall AR l 1 LG AAAAARALY

Which connection profile supports SSL VPN Client access only.
A. Employee

B. Contractor

C. Management

D. Engineering
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E. New_hire

Correct Answer: B
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