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QUESTION 1

Select and Place: 

Correct Answer: 

 

 

QUESTION 2

Which three statements about the Cisco IPS appliance Event Store are true? (Choose three.) 

A. The Event Store is accessible through the CLI, Cisco IDM, Cisco ASDM, or SDEE. 

B. The Event Store is a circular, first-in first-out buffer. 

C. The Event Store can be configured to be located on a remote server. 

D. The size of the Event Store depends on the Cisco IPS appliance platform. 
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E. Each virtual sensor has its own Event Store. 

F. If the Event Store is full, the Cisco IPS appliance performs an automatic graceful shutdown. 

Correct Answer: ABD 

http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/cli/cli_system_architecture.ht ml 

 

QUESTION 3
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Which signature definition is virtual sensor 0 assigned to use? 

A. rules0 

B. vs0 

C. sig0 

D. ad0 

E. ad1 

F. sigl 

Correct Answer: B 

Default signature http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/idm/idm_signature_definition
s.html 

You can create multiple security policies and apply them to individual virtual sensors. A security policy is made up of a
signature definition policy, an event action rules policy, and an anomaly detection policy. Cisco IPS contains a default
signature definition policy called sig0, a default event action rules policy called rules0, and a default anomaly detection
policy called ad0. You can assign the default policies to a virtual sensor or you can create new policies. 
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QUESTION 4

Which two operations would put an inline Cisco IPS sensor in detection mode? (Choose two.) 

A. subtract all aggressive actions using event action filters 

B. decrease the event count using event action filters 

C. increase the maximum inter-event interval using event action overrides 

D. remove the default event action override, which drops traffic with a risk rating of 90 to 100 

E. enable anomaly detection in detection mode only 

Correct Answer: AD 

http://www.cisco.com/en/US/docs/security/ips/6.1/configuration/guide/cli/cli_anomaly_detection.ht ml#wp1041433 

Not sure of this answer yet - 9/25/12 - DD but seems to be another Cisco classif question, meaning that once a

Latest 642-627 Dumps | 642-627 Study Guide | 642-627 Exam Questions                                7 / 9

https://www.pass4itsure.com/642-627.html
https://www.pass4itsure.com/642-627.html
https://www.pass4itsure.com/642-627.html


https://www.pass4itsure.com/642-627.html
2022 Latest pass4itsure 642-627 PDF and VCE dumps Download

signature is tuned it is ready for prime time i.e. detection mode After the signatures are tuned, remove the event action
filters that removed the aggressive actions, and remove the event action overrides that produced the verbose alerts. 

 

QUESTION 5

Which signature action should be selected to cause the attacker\\'s traffic flow to terminate when the Cisco IPS
appliance is operating in promiscuous mode? 

A. deny connection 

B. deny attacker 

C. reset TCP connection 

D. deny packet, reset TCP connection 

E. deny connection, reset TCP connection 

Correct Answer: C 

Deny attacker is only available in inline mode! http://www.cisco.com/web/about/security/intelligence/ipsmit.html#7 

Promiscuous Mode Event Actions The following event actions can be deployed in Promiscuous mode. These actions
are in affect for a userconfigurable default time of 30 minutes. Because the IPS sensor must send the request to another
device or craft a packet, latency is associated with these actions and could allow some attacks to be successful.
Blocking through usage of the Attack Response Controller (ARC) has the potential benefit of being able to perform to
the network edge or at multiple places within the network. 

Request block host: This event action will send an ARC request to block the host for a specified time frame, preventing
any further communication. This is a severe action that is most appropriate when there is minimal chance of a false
alarm or spoofing. Request block connection: This action will send an ARC response to block the specific connection.
This action is appropriate when there is potential for false alarms or spoofing. Reset TCP connection: This action is TCP
specific, and in instances where the attack requires several TCP packets, this can be a successful action. However, in
some cases where the attack only needs one packet it may not work as well. Additionally, TCP resets are not very
effective with protocols such as SMTP that consistently try to establish new connections, nor are they effective if the
reset cannot reach the destination host in time. 

Event actions can be specified on a per signature basis, or as an event action override (based on risk rating values
?event action override only). In the case of event action override, specific event actions are performed when specific risk
rating value conditions are met. Event action overrides offer consistent and simplified management. IPS version 6.0
contains a default event action override with a deny-packet-inline action for events with a risk rating between 90 and
100. For this action to occur, the device must be deployed in Inline mode. 
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