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QUESTION 1

Select and Place:

Click and drag the IPS terminclogy on the left tc the correct description on the right.
fale it @Q@ security control did not act because no
Sl e malicious aclivity occurred.
@l
2 Qé\\.\‘
fé-) A security control_ d_id not act when malicious
false negative w% activity occurred.
&
@"’ A securty control acted when malicious activity
@‘( P occurred.
true positive éﬁo
- A security control acted when malicious activity did
\ﬁi}“’ not oceur.
~J
true necative

Correct Answer:

Click and drag the IPS terminclogy on the left tc the correct description on the right.

PN
(s ]

] @é) true negative

PC N

N
Ei—/%\} _
%,_ false negative
@ 1)
e frue positive
O y i
,;\\”“530
& false positive
LU

QUESTION 2

Which three statements about the Cisco IPS appliance Event Store are true? (Choose three.)
A. The Event Store is accessible through the CLI, Cisco IDM, Cisco ASDM, or SDEE.

B. The Event Store is a circular, first-in first-out buffer.

C. The Event Store can be configured to be located on a remote server.

D. The size of the Event Store depends on the Cisco IPS appliance platform.
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E. Each virtual sensor has its own Event Store.
F. If the Event Store is full, the Cisco IPS appliance performs an automatic graceful shutdown.

Correct Answer: ABD

http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/cli/cli_system_architecture.ht ml

QUESTION 3
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tions /M| You can click the grey buttons at the bottom of this frame to view the different windows.

To minimize the window, click the [ To move the window, click the tile bar and drag the window.

lllllllll
CISCO

[ -1}

Using Cisco IPS Device Manager (IDW), answer the multiple choice questions.

G-

ario | Topology | Questions |

[
You are the network security administrator responsible for operation and malntenance of your
arganization's Cisco IPS sensor appliance. You have noticed recent malicious activity that
must b more closely monitared and you have configured custom parameter tuning to detect
and mitigate this activity. You will be required to perform the follawing tasks.

+ Event Action Overrides
= Verify and enable this feature for the rules0 instance.
+ Risk Catagory named MYCUSTOMRISK
Create a custom Risk Category named MYCUSTOMRISK.
*  Assign this category a risk threshold of 80
+ Modify the new MYCUSTOIRISK category to take the fallowing actions;
Deny Attacker Inline
+ Produce Alert
+ Reset TCP Connection
* MWodify the Red Threat Threshold
+ Modify value to 80 to enable the new risk category to be included in the Red
threshold level for network security health statistics alert threat categorization,
+ Rememberto save and apply all changes as needed

Ta access the Cisca IPS sensor, click the client PC to launch Cisco IDI
userlD: cisco
+ password clsco123

Internet

Management
Server
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B Cisco ASDM-IDM Launcher v1.5{37)

L, Cisco ASDM-IDM Launcher ;2

Device IP Address | Name: 172,26,26,53 =]

Usernanes \ \
Password: [ |

[ Runin Dema Mode

172, 26.26.1

vl
CISC|

] Add Gadgets (4) Add Das

tion - sensor

Sensor Health Metywark Security Health
Host Nare ! ips 1P Address! 172.26.26.53
IPS Version; TO(R)ES  Device Typs: 1P5-4240-K9
In Bypass: No Tokal Memory i 1984 MB
Total Sensing Interfaces: Total Data Storage: 760 MB
Analysis Engine Status: <) Running Normally
{ CPU, Memory, & Load - sensor A %)
CPU Lsage
{ & Critical 7 Normal

Mernory Usage
Spsters (NI 7
analysis Engine ¢ [[THITHERRRRRRNRRRRERIRN) 23+

Disk Usage License Status: No License

boot 0 (NEINERTARTEEETITRMORRNEREER -1 7 Signature Version: ) 425.0
system (IR 4+ Relsased On; Aug 16, 2009 8:00:00 PM EDT
applcationoa ) (TTITITNARERRRRERERERERENRY 2+~ Applied O Oct 15, 2009 3:43:54 PM EDT

application-data) [[TTITTNRRRRRERNINN 2=+ Auto Update Status: Mot Checked

500 IDM 7.0 - 172.26.26,
clp

| Harne: u% Configuration| [ ] Monta Q

Configuration > Sensol

etwor]
3 Alowed Hosts fNetworks

The Startup wizard assists you in configuring yo
sensor, Lse this wizard ko perform basic sensor

The Startup wizard can be run at any tme. IF ex
startup, It Is Initialized with values from the curref
configuration,

) IDM 7.0 - 172.26,26."

&‘2‘ Ly \|A&_Remlh ‘? Help
> Sensor Setup > Network

Specify the network and communication parameters for the sensor,
Global Correlation requires configuration of at leask one DNS server or HTTP proxy server,

NS Primary!
DNS Secondary:
Allow: Password Recavary ohsTeary [ |

i Hostname: lins | DNS{Proxy Settings

g Users |
1P Address: [172,26,26.59 | Hetp Proxy Servert | |
Metwiork Mask: [zss85850 | Hitp Proxy Port: |
Default Route! [rzzeze1m1 |

FTP Timeout{secends): |300

‘Web Server Settings Remote Accass
Enable TLS/S5L Telnet 15 not & secure access service and is disabled by default.
Wb server port; 443 | Enable Telne:
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8% Cisco IDM. 7.0 - 171.26.26.53

@ I-qu {9 Canfiguraion E Mnnitoring| c Back. I\...g o J_?G'.Refresh&ﬁ

_Sensor Setup - o &ox E'nnﬁgura'tinn = Sensor Setup = Allow ts/Networks

Yiew Help

Ip

Startup Wizard Spzcify the addresses of all hosts or E&D that have permissicn ko access the sensor through the netwaork,

ollowed Hosts Metwarks
allomed HosEs etwr [ P address Mebwork Mask.

£55.255,255.0
£55.255.0.0

172.26.26.0

192,165.0.0 @69
4

Which signature definition is virtual sensor 0 assigned to use?
A. rulesO

B. vsO

C. sig0

D. ad0

E. adl

F. sigl

Correct Answer: B

Default signature http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/idm/idm_signature_definition
s.html

You can create multiple security policies and apply them to individual virtual sensors. A security policy is made up of a
signature definition policy, an event action rules policy, and an anomaly detection policy. Cisco IPS contains a default
signature definition policy called sig0, a default event action rules policy called rules0O, and a default anomaly detection
policy called ad0. You can assign the default policies to a virtual sensor or you can create new policies.
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8= Edit Virtual Sensor

Wirtual Sensar Mame: wsll
Signature Definition Policy: | -

Event Action Rules Policy: |E|£ w |

Anomaly Detection Policy:; ﬂj w o
a0 Operational Mode: EInactive v o

L
Inline TCP Session Tracking Mode:! [yirtual Sersar v | 0’

1

Description: idel‘ault wirtual sensor

Available Interfaces

Marme Diekails Assigned Select 4l
GigabitEthernetifo. 1 Inline VLAN Pair; 7103717
GigabitEthernetjo.2 Irline YLAM Pair: o8 Yes
GigabitEtherneto)3 Promiscuous Ink Yes
My _Inline_pair Inline Intetfa abitEthernet0)1 == =GigabitEther. .. Yes

2

k; _H Zancel J[ Help

QUESTION 4

Which two operations would put an inline Cisco IPS sensor in detection mode? (Choose two.)

A. subtract all aggressive actions using event action filters

B. decrease the event count using event action filters

C. increase the maximum inter-event interval using event action overrides

D. remove the default event action override, which drops traffic with a risk rating of 90 to 100

E. enable anomaly detection in detection mode only

Correct Answer: AD
http://www.cisco.com/en/US/docs/security/ips/6.1/configuration/guide/cli/cli_anomaly_detection.ht mli#wp1041433

Not sure of this answer yet - 9/25/12 - DD but seems to be another Cisco classif question, meaning that once a
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signature is tuned it is ready for prime time i.e. detection mode After the signatures are tuned, remove the event action
filters that removed the aggressive actions, and remove the event action overrides that produced the verbose alerts.

QUESTION 5

Which signature action should be selected to cause the attacker\\'s traffic flow to terminate when the Cisco IPS
appliance is operating in promiscuous mode?

A. deny connection

B. deny attacker

C. reset TCP connection

D. deny packet, reset TCP connection

E. deny connection, reset TCP connection

Correct Answer: C

Deny attacker is only available in inline mode! http://www.cisco.com/web/about/security/intelligence/ipsmit.html#7

Promiscuous Mode Event Actions The following event actions can be deployed in Promiscuous mode. These actions
are in affect for a userconfigurable default time of 30 minutes. Because the IPS sensor must send the request to another
device or craft a packet, latency is associated with these actions and could allow some attacks to be successful.
Blocking through usage of the Attack Response Controller (ARC) has the potential benefit of being able to perform to
the network edge or at multiple places within the network.

Request block host: This event action will send an ARC request to block the host for a specified time frame, preventing
any further communication. This is a severe action that is most appropriate when there is minimal chance of a false
alarm or spoofing. Request block connection: This action will send an ARC response to block the specific connection.
This action is appropriate when there is potential for false alarms or spoofing. Reset TCP connection: This action is TCP
specific, and in instances where the attack requires several TCP packets, this can be a successful action. However, in
some cases where the attack only needs one packet it may not work as well. Additionally, TCP resets are not very
effective with protocols such as SMTP that consistently try to establish new connections, nor are they effective if the
reset cannot reach the destination host in time.

Event actions can be specified on a per signature basis, or as an event action override (based on risk rating values
?event action override only). In the case of event action override, specific event actions are performed when specific risk
rating value conditions are met. Event action overrides offer consistent and simplified management. IPS version 6.0
contains a default event action override with a deny-packet-inline action for events with a risk rating between 90 and
100. For this action to occur, the device must be deployed in Inline mode.
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