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QUESTION 1

Which two switching-based mechanisms are used to deploy high availability IPS using multiple Cisco IPS appliances?
(Choose two.) 

A. Spanning Tree-based HA 

B. HSRP-basedHA 

C. EtherChannel-based HA 

D. VRRP-basedHA 

Correct Answer: AC 

When network switches are used to provide High Availability you have two options 

EtherChannel based HA STP based HA 

 

QUESTION 2

When setting up a Cisco IPS appliance in promiscuous mode, which Cisco Catalyst switch command is used to display
information about all SPAN and remote SPAN sessions on the switch? 

A. show span 

B. show sessions 

C. show interface 

D. show monitor 

Correct Answer: D 

show monitor session 

To display information about the ERSPAN, SPAN and RSPAN sessions, use the show monitor session command in
user EXEC mode. 

show monitor session [range session-range | local | remote | all | session] show monitor session [erspan-destination |
erspan-source | egress replication-mode capability| detail] 

 

QUESTION 3

What must be configured to enable Cisco IPS appliance reputation filtering and global correlation? 

A. DNS server(s) IP address 

B. full sensor based network participation 

C. trusted hosts settings D. external product interfaces settings 
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Correct Answer: A 

http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/ime/ime_collaboration.html 

Global Correlation Requirements 

Global correlation has the following requirements:

?alid license 

You must have a valid sensor license for global correlation features to function. You can still configure and display
statistics for the global correlation features, but the global correlation databases are cleared and no updates are
attempted. 

Once you install a valid license, the global correlation features are reactivated.

?gree to network participation disclaimer

?xternal connectivity for sensor and a DNS server 

The global correlation features of IPS 7.0 require the sensor to connect to the Cisco SensorBase Network. 

Domain name resolution is also required for these features to function. You can either configure the sensor to connect
through an HTTP proxy server that has a DNS client running on it, or you can assign an Internet routable address to the 

management interface of the sensor and configure the sensor to use a DNS server. In IPS 7.0 the HTTP proxy and DNS
servers are used only by the global correlation features. 

 

QUESTION 4

Refer to the exhibit. 
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Which statement is true? 

A. The Service HTTP engine is disabled. 

B. The Cisco IPS sensor will send an alert if an attacker makes more than 10 HTTP requests to a single target server. 

C. The IP logging feature has been disabled by setting the Max IP Log Packets and Max IP Log Bytes to 0. 

D. Application inspection and control for HTTP is disabled. 

E. Automatic IP Log actions will capture the specified traffic for 30 minutes. 

Correct Answer: D 

 

QUESTION 5

Select and Place: 
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Correct Answer: 
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