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QUESTION 1

From which three sources does the Cisco IPS appliance obtain OS mapping information? (Choose three.)
A. from manually configured OS mappings

B. imported OS mappings from Management Center for Cisco Security Agent

C. imported OS mappings from Cisco Security Manager

D. learned OS mappings from passive OS fingerprinting

E. learned OS mappings from Cisco SensorBase input

F. from Cisco IPS signature updates

Correct Answer: ABD

http://lwww.cisco.com/en/US/docs/security/security_management/cisco_security_manager/
security_manager/4.1/user/guide/ipsevact.html#wp707692

There are three sources of OS information. The sensor ranks the sources of OS information in the following order:
1.

Configured OS mappings--OS mappings that you enter on the OS Identification tab of the Event Actions

Network Information policy. You can configure different mappings for each virtual sensor. For more information, see
Configuring OS Identification (Cisco IPS 6.x and Later Sensors Only). We recommend configuring OS mappings to

define the

identity of the OS running on critical systems. It is best to configure OS mappings when the OS and IP address of the
critical systems are unlikely to change.

2.
Imported OS mappings--OS mappings imported from Management Center for Cisco Security Agents (CSA MC).

Imported OS mappings are global and apply to all virtual sensors. For information on configuring the sensor to use CSA
MC, see Configuring the External Product Interface, page 32-23.

3.

Learned OS mappings--OS mappings observed by the sensor through the fingerprinting of TCP packets with the SYN
control bit set.

Learned OS mappings are local to the virtual sensor that sees the traffic. When the sensor needs to determine the OS
for a target IP address, it consults the configured OS mappings. If the target IP address is not in the configured OS
mappings, the sensor looks in the imported OS mappings. If the target IP address is not in the imported OS mappings,
the sensor looks in the learned OS mappings. If it cannot find it there, the sensor treats the OS of the target IP address
as unknown.

QUESTION 2
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Which Cisco IPS appliance feature has the following three potential settings: off, partial, and full?
A. anomaly detection

B. POSFP

C. reputation filtering

D. global correlation network participation

E. event action overrides

Correct Answer: D

http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/idm/idm_collaboration.html

QUESTION 3

Which four features are supported on the Cisco ASA AIP-SSM but are not supported on the Cisco ASA AIP-SSC?
(Choose four.)

A. multiple virtual sensors
B. anomaly detection

C. promiscuous mode

D. custom signatures

E. fail open

F. global correlation
Correct Answer: ABDF

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps6032/ps6094/ps6120/ps6825/product_data
_sheet0900aecd80404916 ps6120_Products_Data_Sheet.html

QUESTION 4

What about this configuration command is true: ips inline fail-open sensor sensor_name?

A. will enable fail-open hardware bypass on the Cisco IPS 4200 Series appliance

B. will enable inline operation on the Cisco IPS 4200 Series appliance

C. will enable inline operation on the Cisco IDSM-2, IPS AIM, or IPS NME

D. will enable the desired traffic to be diverted from the Cisco ASA to one of the Cisco ASA AIP- SSM virtual sensors
Correct Answer: D

http://www.cisco.com/en/US/docs/security/ips/5.0/configuration/guide/cli/clissm.html
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QUESTION 5

Which Cisco IPS feature is most likely to respond to a zero-day attack?
A. reputation filtering

B. botnet filtering

C. anomaly detection

D. meta-engine

E. de-obfuscation

F. threat detection

Correct Answer: C

http://www.cisco.com/en/US/docs/interfaces_modules/services_modules/anomaly_detector/v5.0/c
onfiguration/guide/Intro.html#wp1046115

Latest 642-627 Dumps 642-627 PDF Dumps 642-627 Study Guide

Latest 642-627 Dumps | 642-627 PDF Dumps | 642-627 Study Guide 4/5


https://www.pass4itsure.com/642-627.html
https://www.pass4itsure.com/642-627.html
https://www.pass4itsure.com/642-627.html
https://www.pass4itsure.com/642-627.html
https://www.pass4itsure.com/642-627.html
https://www.pass4itsure.com/642-627.html

VCE & PDF https://www.pass4itsure.com/642-627.html
2022 Latest passditsure 642-627 PDF and VCE dumps Download
PassditSure.com

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success

100% Money Back Guarantee

365 Days Free Update

Instant Download After Purchase

24x7 Customer Support

Average 99.9% Success Rate

More than 800,000 Satisfied Customers Worldwide

Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.pass4itsure.com/allproducts

Need Help

Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Submit A Ticket

One Year Free Update Money Back Guarantee Security & Privacy

Free update is available within One To ensure that you are spending on We respect customer privacy. We
Year after your purchase. After One quality products, we provide 100% use McAfee's security service to
Year, you will get 50% discounts for money back guarantee for 30 days provide you with utmost security for
updating. And we are proud to from the date of purchase. your personal information & peace

boast a 24/7 efficient Customer of mind.
Support system via Email.

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.
Copyright © passditsure, All Rights Reserved.

Latest 642-627 Dumps | 642-627 PDF Dumps | 642-627 Study Guide 5/5


https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.pass4itsure.com/642-627.html
https://www.pass4itsure.com/642-627.html
https://www.pass4itsure.com/642-627.html

