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QUESTION 1

Which two Cisco ASA licensing features are correct with Cisco ASA Software Version 8.3 and later? (Choose two.)
A. Identical licenses are not required on the primary and secondary Cisco ASA appliance.

B. Cisco ASA appliances configured as failover pairs disregard the time-based activation keys.

C. Time-based licenses are stackable in duration but not in capacity.

D. A time-based license completely overrides the permanent license, ignoring all permanently licensed features until the
time-based license is uninstalled.

Correct Answer: AC

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps6032/ps6094/ps6120/product_bulletin_c 25-593781.html
Time-based license stacking: Customers can extend time-based licenses such as Botnet Traffic Filter and SSL VPN
Burst by applying multiple licenses. Licensing of high-availability pairs: For several features, the requirement to deploy

identical licenses on the standby unit in a high-availability pair has been removed.

Security Plus licenses must still be purchased for both the Active and Standby units.

QUESTION 2

When a Cisco ASA is configured in multiple context mode, within which configuration are the interfaces allocated to the
security contexts?

A. each security context

B. system configuration

C. admin context (context with the "admin" role)

D. context startup configuration file (.cfg file)

Correct Answer: B
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/
products_configuration_example09186a00808d2b63.shtml

In order to specify the interfaces that you can use in the context, enter the command appropriate for a physical interface
or for one or more subinterfaces.

In order to allocate a physical interface, enter this command:
hostname(config-ctx)# allocate-interface [mapped_name] [visible | invisible]
Context Configurations

The security appliance includes a configuration for each context that identifies the security policy, interfaces, and almost
all the options you can configure on a standalone device. You can store context configurations on the internal Flash
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memory or the external Flash memory card, or you can download them from a TFTP, FTP, or HTTP(S) server.

System Configuration

The system administrator adds and manages contexts by configuring each context configuration location, allocated
interfaces, and other context operating parameters in the system configuration, which, like a single mode configuration,
is the

startup configuration. The system configuration identifies basic settings for the security appliance. The system
configuration does not include any network interfaces or network settings for itself; rather, when the system needs to

access

network resources (such as downloading the contexts from the server), it uses one of the contexts that is designated as
the admin context. The system configuration does include a specialized failover interface for failover traffic only.

Admin Context Configuration

The admin context is just like any other context, except that when a user logs in to the admin context, then that user has
system administrator rights and can access the system and all other contexts. The admin context is not restricted in any

way, and can be used as a regular context. However, because logging into the admin context grants you administrator
privileges over all contexts, you might need to restrict access to the admin context to appropriate users. The admin
context

must reside on Flash memory, and not remotely.

If your system is already in multiple context mode, or if you convert from single mode, the admin context is created
automatically as a file on the internal Flash memory called admin.cfg. This context is named "admin." If you do not want

to use

admin.cfg as the admin context, you can change the admin context.

QUESTION 3

On Cisco ASA Software Version 8.4.1 and later, when you configure the Cisco ASA appliance in transparent firewall
mode, how is the Cisco ASA management IP address configured?

A. using the IP address global configuration command

B. using the IP address GigabitEthernet O/x interface configuration command
C. using the IP address BVI x interface configuration command

D. using the bridge-group global configuration command

E. using the bridge-group GigabitEthernet 0/x interface configuration command
F. using the bridge-group BVI x interface configuration command

Correct Answer: C

http://www.cisco.com/en/US/docs/security/asa/asa84/command/reference/i3.html#wp1898863
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Command History

Release | Modification

T.001) Forrouted mode, this command was changed from a global configuration command to
an interface configuration mode command.

B.401) Fartransparent mode, bridge groups were introduced. You now setthe IP address for

the BYI, and not globally.
In single context routed firewall mode, each interface address must be on a unique su OIE context mode, if this
interface is on a shared interface, then each IP address must be unigue but on the same submet. If the interface is unique,
this IP address can be used by other contexts if desired.

Usage Guidelines

Atransparent firewall does not paricipate in IP routing. The anly IP configurati Uipgd for the ASA is to set the BYI
address. This address is required because the ASA uses this address as t ddress for traffic originating on the
AZA such as system messages or communications with AAA servers. Y use this address for remote

management access. This address must be on the same subnet as i str and downstream routers. For multiple
context maode, setthe management IF address within each context |5 that include a Management interface, you can
ai ress.

also set an IFP address for this interface for management purpo

The standby IP address must be on the same subnet a
Examples

The following example sets the IP addresses and I s5es of two interfaces:
hostname (config) # interface gigabi IS
hostname {config-if)# nameif insid
hostname (config-if) # security-1
hostneme (config-if)# ip add 1.1.1 255.255.255.0 standby 10.1.1.2
hostname {(config-if) # no
hostname (config-if)# i gigabitethernet/3
hostneame {config-=if) outside
hostname {co rity-level 0
hostname {cont ¢ ip address 10.1.2.1 255.255.255.0 standby 10.1.2.2

hostneme (config-1T) # no shutdownm

The following example sets the management address and standby address of bridge group 1:

hostname (config)# interface bwvi 1

hostname {config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

QUESTION 4

Refer to the exhibit.
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OMS zerver
ﬁ | LEryer E'[am#e Com =109 165, 200, 350

Web server
seTver example com
182 168.100.1

Web clent
hitp//server axample.com
1521681002

inside

hostname(configh# static (inside. gftSi8e) 209.165.200.230 192.168.100.1 netmask 255.255.255 255 dns
hostname{config/® access-list 10T Bermittep any host 209,165,200.230 eqgwww -
hostname(configi® access-group 101 in interface outside

Which two options will result from the Cisco ASA configuration? (Choose two.)
A. The outside hosts can use the 192.168.100.1 IP address to reach the web server on the inside network.
B. The global IP address of the web server is 209.165.200.230.

C. The inside web client will use the 209.165.200.230 IP address to reach the web server and the Cisco ASA will
translate the 209.165.200.230 IP address to the 192.168.100.1 IP address.

D. The Cisco ASA will translate the DNS A-Record reply from the DNS server to any inside client for the web server
(web server IP = 192.168.100.1).

E. The web server will be reachable only from the inside.

F. The web server will be reachable only from the outside.

Correct Answer: BD
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/inspect_basic.html#wp 1350877

When DNS inspection is enabled, DNS rewrite provides full support for NAT of DNS messages originating from any
interface.

If a client on an inside network requests DNS resolution of an inside address from a DNS server on an outside interface,
the DNS A-record is translated correctly.

If the DNS inspection engine is disabled, the A-record is not translated.
As long as DNS inspection remains enabled, you can configure DNS rewrite using the alias, static, or nat commands.
DNS Rewrite performs two functions:

-Translating a public address (the routable or "mapped" address) in a DNS reply to a private address (the "real”
address) when the DNS client is on a private interface.

-Translating a private address to a public address when the DNS client is on the public interface.
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QUESTION 5

In the default global policy, which traffic is matched for inspections by default?
A. match any

B. match default-inspection-traffic

C. match access-list

D. match port

E. match class-default

Correct Answer: B

http://www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/inspect.html#wp13836 Default Inspection
Policy

By default, the configuration includes a policy that matches all default application inspection traffic and applies
inspection to the traffic on all interfaces (a global policy). Default application inspection traffic includes traffic to the
default ports for each protocol. You can only apply one global policy, so if you want to alter the global policy, for
example, to apply inspection to non- standard ports, or to add inspections that are not enabled by default, you need to
either edit the default policy or disable it and apply a new one.
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