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QUESTION 1

On which type of encrypted traffic can a Cisco ASA appliance running software version 8.4.1 perform application
inspection and control? 

A. IPsec 

B. SSL 

C. IPsec or SSL 

D. Cisco Unified Communications 

E. Secure FTP 

Correct Answer: D 

http://www.cisco.com/en/US/solutions/collateral/ns340/ns394/ns165/ns391/guide__c07- 494658.html 

 

QUESTION 2

Which statement about the Cisco ASA botnet traffic filter is true? 

A. The four threat levels are low, moderate, high, and very high. 

B. By default, the dynamic-filter drop blacklist interface outside command drops traffic with a threat level of high or very
high. 

C. Static blacklist entries always have a very high threat level. 

D. A static or dynamic blacklist entry always takes precedence over the static whitelist entry. 

Correct Answer: C 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/conns_botnet.html 

Information About the Static Database You can manually enter domain names or IP addresses (host or subnet) that you
want to tag as bad names in a blacklist. Static blacklist entries are always designated with a Very High threat level. You
can also enter names or IP addresses in a whitelist, so that names or addresses that appear on both the dynamic
blacklist and the whitelist are identified only as whitelist addresses in syslog messages and reports. Note that you see
syslog messages for whitelisted addresses even if the address is not also in the dynamic blacklist. 

 

QUESTION 3

By default, not all services in the default inspection class are inspected. Which Cisco ASA CLI command do you use to
determine which inspect actions are applied to the default inspection class? 

A. show policy-map global_policy 

B. show policy-map inspection_default 
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C. show class-map inspection_default 

D. show class-map default-inspection-traffic 

E. show service-policy global 

Correct Answer: E 

http://www.cisco.com/en/US/docs/security/asa/asa81/command/ref/s7.html#wp1254424 

 

QUESTION 4

Which Cisco ASA configuration is used to configure the TCP intercept feature? 

A. a TCP map 

B. an access list 

C. the established command 

D. the set connection command with the embryonic-conn-max option 
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E. a type inspect policy map 

Correct Answer: D 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/conns_connlimits.html #wp1080734 

 

QUESTION 5

By default, which access rule is applied inbound to the inside interface? 

A. All IP traffic is denied. 

B. All IP traffic is permitted. 

C. All IP traffic sourced from any source to any less secure network destinations is permitted. 

D. All IP traffic sourced from any source to any more secure network destinations is permitted 

Correct Answer: C 

http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_rules.html#wp 1083496 

Implicit Permits 

For routed mode, the following types of traffic are allowed through by default: 

-IPv4 traffic from a higher security interface to a lower security interface. 

-IPv6 traffic from a higher security interface to a lower security interface. Note These defaults might not be true if you
have configured a global access rule. For transparent mode, the following types of traffic are allowed through by
default: 

-IPv4 traffic from a higher security interface to a lower security interface. -IPv6 traffic from a higher security interface to a
lower security interface. 

-ARPs in both directions 
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