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QUESTION 1

Refer to the exhibit. 

Which Cisco ASA configuration has the minimum number of the required configuration commands to enable the Cisco
ASA appliance to establish EIGRP neighborship with its two neighboring routers? 

A. router eigrp 1 network 10.0.0.0 255.0.0.0 

B. router eigrp 1 network 10.0.0.0 255.0.0.0 network 192.168.1.0 255.255.255.0 network 192.168.2.0 255.255.255.0 

C. router eigrp 1 network 10.1.1.0 255.255.255.0 network 10.2.2.0 255.255.255.0 

D. router eigrp 1 

network 10.1.1.0 255.255.255.0 

network 10.2.2.0 255.255.255.0 

network 192.168.1.0 255.255.255.0 

network 192.168.2.0 255.255.255.0 

E. router eigrp 1 network 0.0.0.0 255.255.255.255 

Correct Answer: A 

http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008086eb d2.shtml EIGRP
Configuration - the CLI configuration is very similar to the !Cisco IOS router EIGRP configuration. 

 

QUESTION 2

Refer to the exhibit. 
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Which Cisco ASA CLI nat command is generated based on this Cisco ASDM NAT configuration? 

A. nat (dmz, outside) 1 source static any any 

B. nat (dmz, outside) 1 source static any outside 

C. nat (dmz,outside) 1 source dynamic any interface 

D. nat (dmz, outside) 1 source dynamic any interface destination dynamic outside outside 

E. nat (dmz, outside) 1 source static any interface destination static any any 

F. nat (dmz, outside) 1 source dynamic any outside destination static any any 

Correct Answer: C 

Pretty straight forward - like this example http://tunnelsup.com/2011/06/24/nat-for-cisco-asas-version-8-3/ Regular
Dynamic PAT To create a many-to-one NAT where the entire inside network is getting PAT\\'d to a single outside IP do
the following. 

Old 8.2 command: nat (inside) 1 10.0.0.0 255.255.255.0 global (outside) 1 interface New 8.3 equivalent command:
object network inside-net subnet 10.0.0.0 255.255.255.0 nat (inside, outside) dynamic interface 

Note: the "interface" command is the 2nd interface in the nat statement, in this case the outside. 

 

QUESTION 3

Which flag not shown in the output of the show conn command is used to indicate that an initial SYN packet is from the
outside (lower security-level interface)? 

A. B 

B. D 

C. b 
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D. A 

E. a 

F. i 

G. I 

H. O 

Correct Answer: A 

http://www.cisco.com/en/US/products/ps6120/products_tech_note09186a0080bcad00.shtml 

Originally answer from dump was A meaning B or initial SYN from outside but B is not shown in the output. 

The question used to read ".. Which flag shown in the output of the show conn command is used to indicate that an
initial SYN packet is from the outside (lower security-level interface)? 

TCP Connection Flag Values 
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QUESTION 4

Refer to the exhibit. 

Which statement about the Telnet session from 10.0.0.1 to 172.26.1.200 is true? 

A. The Telnet session should be successful. 

B. The Telnet session should fail because the route lookup to the destination fails. 

C. The Telnet session should fail because the inside interface inbound access list will block it. 

D. The Telnet session should fail because no matching flow was found. 
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E. The Telnet session should fail because inside NAT has not been configured. 

Correct Answer: C 

 

QUESTION 5

In one custom dynamic application, the inside client connects to an outside server using TCP port 4444 and negotiates
return client traffic in the port range of 5000 to 5500. The server then starts streaming UDP data to the client on the
negotiated port in the specified range. 

Which Cisco ASA feature or command supports this custom dynamic application? 

A. TCP normalizer 

B. TCP intercept 

C. ip verify command 

D. established command 

E. tcp-map and tcp-options commands 

F. set connection advanced-options command 

Correct Answer: D 

http://www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/int5505.html 

Established command--This command allows return connections from a lower security host to a higher security host if
there is already an established connection from the higher level host to the lower level host. 

For same security interfaces, you can configure established commands for both directions. 
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