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QUESTION 1

Refer to the exhibit.

O
&

A

10.2.2.0/24

10.1.1.0/24

192.168.2.0/24 192.168.1. 253

¥ AsA

Which Cisco ASA configuration has the minimum number of the required configuration commands to enable the Cisco
ASA appliance to establish EIGRP neighborship with its two neighboring routers?

A. router eigrp 1 network 10.0.0.0 255.0.0.0

B. router eigrp 1 network 10.0.0.0 255.0.0.0 network 192.168.1.0 255.255.255.0 network 192.168.2.0 255.255.255.0
C. router eigrp 1 network 10.1.1.0 255.255.255.0 network 10.2.2.0 255.255.255.0

D. router eigrp 1

network 10.1.1.0 255.255.255.0

network 10.2.2.0 255.255.255.0

network 192.168.1.0 255.255.255.0

network 192.168.2.0 255.255.255.0

E. router eigrp 1 network 0.0.0.0 255.255.255.255

Correct Answer: A

http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008086eb d2.shtml EIGRP
Configuration - the CLI configuration is very similar to the !Cisco I0S router EIGRP configuration.

QUESTION 2

Refer to the exhibit.
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G e [(Joelete + & ¥ Wy W @ Find ﬁnm o) Packet Trace

Match Criteria: Original Packet & Action: Translated Packet

Source Intf  Dest Intf Source Destination ‘} Service Source Destination Service

[ 1 e futsde ] sy | = outside (F)

"Nebwork Object”™ NAT (No rules)

q“ﬂ'

Which Cisco ASA CLI nat command is generated based on this Cisco ASDM NAT configuration?

A. nat (dmz, outside) 1 source static any any

B. nat (dmz, outside) 1 source static any outside

C. nat (dmz,outside) 1 source dynamic any interface

D. nat (dmz, outside) 1 source dynamic any interface destination dynamic outside outside

E. nat (dmz, outside) 1 source static any interface destination static any any

F. nat (dmz, outside) 1 source dynamic any outside destination static any any

Correct Answer: C

Pretty straight forward - like this example http://tunnelsup.com/2011/06/24/nat-for-cisco-asas-version-8-3/ Regular
Dynamic PAT To create a many-to-one NAT where the entire inside network is getting PAT\\'d to a single outside IP do

the following.

Old 8.2 command: nat (inside) 1 10.0.0.0 255.255.255.0 global (outside) 1 interface New 8.3 equivalent command:
object network inside-net subnet 10.0.0.0 255.255.255.0 nat (inside, outside) dynamic interface

Note: the "interface" command is the 2nd interface in the nat statement, in this case the outside.

QUESTION 3

Which flag not shown in the output of the show conn command is used to indicate that an initial SYN packet is from the
outside (lower security-level interface)?

.'.\.

ASAEL20# show conn

29 in use, 63 most used d‘-‘
TCP out 10.10.49.10:23 in 10.1.1.15; ;ﬁ“‘a idle 0:00:22 bytes 1774 ﬂags I "-"'*”
<eutput omitted> :
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H.O

Correct Answer: A
http://www.cisco.com/en/US/products/ps6120/products_tech_note09186a0080bcad00.shtml
Originally answer from dump was A meaning B or initial SYN from outside but B is not shown in the output.

The question used to read ".. Which flag shown in the output of the show conn command is used to indicate that an
initial SYN packet is from the outside (lower security-level interface)?

TCP Connection Flag Values

18| Awaiing Inside sYN
I.F_ilsgr? Receipt of ol n“fmdﬁ s
packet _ Awaiting Inside ACK ta SYN
Awaiting Outside ACK to SYN
........ InrhalE"foru'nGmslde{l rm:l
3-way Handshake Compl
Received Inbound m@
Flags Received M&l&
Upon Receipt of Received O \
packet . . e FIN
ide ACK to FIN
nside ACK to FIN
by Service Module

outside &CKto 5%,
trypass or nailed, © - CTIOBE media,

Flags: A - awaiting inside ACK to 5YM,
B - initial S¥M from outside, b -T

0 - DNS, d - dump, E - outsi
G- group, g - MGCE H-H.2.
i -mncomplete, |- GTP,

wection, F - outside FIN, f - inside FIN,
225.0, | -inbound data,
, K- GTP t3response

k - Skinny media
O - o thound da
0] - 500" Net data,

ata, m - 5P media, n - GUP
nside back connection, p - Phone-proxy TETP connection,
itsile acknowledged FIN,

R - LIDP SUNRRC, ¢ -inside acknowledged FIN, S - avwaiting inside YN,

s - awvaiting outside SYHN, T-SIF, - SIF transtent, LI - up,
W - VPN orphan, W - WAAS,
X -inspected by service module
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QUESTION 4

Refer to the exhibit.

ASAE packet-tracer inputinside tep 10.0.0.1 1024 172.26.1.200 23

Phase: 1

Type: FLOW-LOOKUFP

Subtype:

Result: ALLOW

Config:

Additional Infermation:

Found no matching flow, creating a new flow O
Phase: 2

Type: ROUTE-LOOKUP o
Subtype: input

Result: ALLOW 0’
Config:
Additional Information: (

in 0.0.0.¢ 0.0.0.0 ocutside

Phase: 3 0
Type: ACCESS-LIST
Subtype: log &

Result: DROP
Config:

access-group DENY_O
access-list DENY _

Additional Inf
Result: 9
input4n Mside

iny
i e-status: up

outp terface: outside

output-status: up

output-line-status: up

Action: drop

Drop-reason: {acl-drop) Flow is denied by configured rule

terfacz inside
ended deny ip any any

Which statement about the Telnet session from 10.0.0.1 to 172.26.1.200 is true?

A. The Telnet session should be successful.

B. The Telnet session should fail because the route lookup to the destination fails.

C. The Telnet session should fail because the inside interface inbound access list will block it.

D. The Telnet session should fail because no matching flow was found.
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E. The Telnet session should fail because inside NAT has not been configured.

Correct Answer: C

QUESTION 5

In one custom dynamic application, the inside client connects to an outside server using TCP port 4444 and negotiates
return client traffic in the port range of 5000 to 5500. The server then starts streaming UDP data to the client on the
negotiated port in the specified range.

Which Cisco ASA feature or command supports this custom dynamic application?

A. TCP normalizer

B. TCP intercept

C. ip verify command

D. established command

E. tcp-map and tcp-options commands

F. set connection advanced-options command

Correct Answer: D

http://www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/int5505.html

Established command--This command allows return connections from a lower security host to a higher security host if
there is already an established connection from the higher level host to the lower level host.

For same security interfaces, you can configure established commands for both directions.
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