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QUESTION 1

By default, not all services in the default inspection class are inspected. Which Cisco ASA CLI command do you use to
determine which inspect actions are applied to the default inspection class? 

A. show policy-map global_policy 

B. show policy-map inspection_default 

C. show class-map inspection_default 

D. show class-map default-inspection-traffic 

E. show service-policy global 

Correct Answer: E 

http://www.cisco.com/en/US/docs/security/asa/asa81/command/ref/s7.html#wp1254424 

 

QUESTION 2
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The Cisco ASA must support dynamic routing and terminating VPN traffic. Which three Cisco ASA options will not
support these requirements? (Choose three.) 

A. transparent mode 

B. multiple context mode 

C. active/standby failover mode 

D. active/active failover mode 

E. routed mode 

F. no NAT-control 

Correct Answer: ABD 

Dynamic routing (OSPF and RIP (in passive mode)) is supported by routed firewall. Dynamic routing is NOT supported
in Transparent UNLESS you can allow dynamic routing protocols through the ASA using an extended access list
Dynamic routing is NOT supported in Multiple context mode 

 

QUESTION 3

On Cisco ASA Software Version 8.4.1 and later, when you configure the Cisco ASA appliance in transparent firewall
mode, how is the Cisco ASA management IP address configured? 

A. using the IP address global configuration command 

B. using the IP address GigabitEthernet 0/x interface configuration command 

C. using the IP address BVI x interface configuration command 

D. using the bridge-group global configuration command 

E. using the bridge-group GigabitEthernet 0/x interface configuration command 

F. using the bridge-group BVI x interface configuration command 

Correct Answer: C 

http://www.cisco.com/en/US/docs/security/asa/asa84/command/reference/i3.html#wp1898863 
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QUESTION 4

On which type of encrypted traffic can a Cisco ASA appliance running software version 8.4.1 perform application
inspection and control? 

A. IPsec 

B. SSL 

C. IPsec or SSL 
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D. Cisco Unified Communications 

E. Secure FTP 

Correct Answer: D 

http://www.cisco.com/en/US/solutions/collateral/ns340/ns394/ns165/ns391/guide__c07- 494658.html 

 

QUESTION 5

Scenario: To access Cisco ASDM, click the PC icon in the Topology window, ASDM and answer the following question
as: 
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Which two statements about the running configuration of the Cisco ASA are true? (Choose Two) 

A. The auto NAT configuration causes all traffic arriving on the inside interface destined to any outside destinations to
be translated with dynamic port address transmission using the outside interface IP address. 

B. The Cisco ASA is using the Cisco ASDM image from disk1:/asdm-642.bin 

C. The Cisco ASA is setup as the DHCP server for hosts that are on the inside and outside interfaces. 

D. SSH and Cisco ASDM access to the Cisco ASA requires AAA authentication using the LOCAL user database. 

E. The Cisco ASA is using a persistent self-signed certified so users can authenticate the Cisco ASA when accessing it
via ASDM 

Correct Answer: AE 

Have to check each and every setting -- expect different results for different exams 
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