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QUESTION 1

Which statement about Cisco ASA performance and services is true? 

A. In Cisco ASA 5500-X product series deployment, a separate IPS and VPN hardware accelerator is required. 

B. The Cisco ASA 5555-X scales up to 16 Gbps of firewall throughput. 

C. When using BYOD in conjunction with Cisco ASA AnyConnect, an additional VPN hardware module is required. 

D. Cisco ASA IPS works in conjunction with Cisco SIO in order to provide botnet protection. 

Correct Answer: D 

 

QUESTION 2

Which statement about MACsec is true? 

A. MACsec provides Layer 2 hop-by-hop encryption, based on the 802.1AE standard. 

B. Cisco AnyConnect Release 3.0 supports both roles: supplicant and authenticator? 

C. 802.1X protection includes the CMD field, which is used to carry the security group tag value. 

D. MACsec does not work between any MACsec-capable supplicant and authenticator. 

Correct Answer: A 

 

QUESTION 3

Which two virtual networking services are provided by a Cisco Nexus 1000V? (Choose two.) 

A. Cisco Virtual Security Gateway 

B. Cisco ASA 1000V 

C. Cisco Virtual ScanSafe 

D. Cisco Virtual IPS 

Correct Answer: AB 

 

QUESTION 4

Which two configurations are performed on Cisco IOS routers when using Cisco AutoSecure? (Choose two.) 

A. ICMP is globally disabled. 

B. Directed broadcasts are globally disabled. 
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C. Source routing is globally disabled. 

D. Proxy ARP is disabled on all interfaces. 

Correct Answer: CD 

 

 

QUESTION 5

Which statement about wireless LAN security is true? 

A. Cisco CleanAir is a technology that allows you to detect the distance of a wireless device from an access point. 

B. Cisco Aironet 3500 and 3600 Series Access Points do not have an integrated spectrum analyzer that detects
interferers. 

C. Classification occurs at the access point; interference impact and data are then sent to the wireless LAN controller. 

D. The wireless LAN controller stores data for location, history, and troubleshooting purposes. 

Correct Answer: C 
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