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QUESTION 1

While using IPsec VPN tunnels, which primary benefit is provided by digital certificates? 

A. Scalability 

B. Obfuscation 

C. Resiliency 

D. Simplification 

Correct Answer: A 

 

QUESTION 2

Refer to the following internal channels , which two can be used for communication between the Cisco ASA AIP-SSM
and the Cisco ASA security appliance? (Choose two.) 

A. Control channel 

B. Promiscuous channel 

C. Inline channel 

D. Data channel 

E. Session channel 

F. Command channel 

Correct Answer: AD 

 

QUESTION 3

Internet Protocol Security (IPsec) is a suite of protocols for securing Internet Protocol (IP) communications by
authenticating and encrypting each IP packet of a data stream. With Cisco ASA Adaptive Security Appliance Software
Version 7.x and later, which IPsec standard is not supported on the Cisco ASA security appliance? 

A. AH 

B. ESP 

C. MD5 

D. DES 

E. SHA-1 

F. AES 
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Correct Answer: A 

 

QUESTION 4

Refer to the exhibit. The HTTP inspection map named HTTP_POLICY is applied to the partnernet interface of the
security appliance. Which of these actions does the security appliance take as a result of its configuration for HTTP
traffic that enters its partnernet interface? 

A. Drops and logs HTTP request messages for which the request method is put or the request header host field
contains either the string example1.com or the string example2.com 

B. Drops and logs HTTP request messages for which the request method is put and the request header host field
contains either the string example1.com or the string example2.com 

C. Drops and logs HTTP request messages for which the request method is put and the request header host field
contains the strings example1.com and example2.com 

D. Drops and logs HTTP request messages for which the request method is put or the request header host field
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contains the strings example1.com and example2.com 

E. Drops HTTP request messages for which the request method is put, and logs HTTP request messages for which the
request header host field contains either the string example1.com or the string example2.com 

F. Logs HTTP request messages for which the request method is put, and drops HTTP request messages for which the
request header host field contains either the string example1.com or the string example2.com 

Correct Answer: B 

 

QUESTION 5

Study the following exhibit carefully. You are asked to configure the Cisco ASA security appliance with a connection
profile and group policy for full network access SSL VPNs. During a test of the configuration using the Cisco
AnyConnect VPN Client, the connection times out. In the process of troubleshooting, you determine to make
configuration changes. According to the provided Cisco ASDM configuration, which configuration change will you begin
with? 

A. Require a client certificate on the interface. 

B. Enable an SSL VPN client type on the interface. 

C. Enable DTLS on the interface. 

D. Enable a different access port that doesn\\'t conflict with Cisco ASDM. 

Correct Answer: B 
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