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QUESTION 1

Which two statements about the downloadable ACL feature of the security appliance are correct? (Choose two.) 

A. Downloadable ACLs enable you to store full ACLs on a AAA server and download them to the security appliance. 

B. Downloadable ACLs are supported using TACACS+ or RADIUS. 

C. The downloadable ACL must be attached to a user or group profile on a AAA server. 

D. The security appliance supports only per-user ACL authorization. 

Correct Answer: AC 

 

QUESTION 2

Modular Policy Framework provides a consistent and flexible way to configure security appliance features in a manner
similar to Cisco IOS software QoS CLI. Your company asked you to examine the current Cisco Modular Policy
Framework configurations on the LA-ASA Cisco Adaptive Security Appliance (ASA) by use of the Cisco Adaptive
Security Device Manager (ASDM). 

Which two steps should the Cisco Adaptive Security Applicance take on HTTP traffic entering its outside interface?
(Choose two.) 
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A. Drops HTTP request messages whose request method is post and whose user-agent field contains either the string
Some_New_P2P_Client1 or the string Some_New_P2P_Client2. 

B. Forwards all HTTP request messages that are permitted by access control lists (ACLs) on the outside interface. 

C. Logs HTTP request messages whose request method is post and whose user-agent field contains either the string
Some_New_P2P_Client1 or the string Some_New_P2P_Client2. 

D. Drops HTTP request messages whose user-agent field contains the string Some_New_P2P_Client1 and the string
Some_New_P2P_Client2. 

Correct Answer: AC 
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QUESTION 3

Which one of the following commands can provide detailed information about the crypto map configurations of a Cisco
ASA adaptive security appliance? 

A. show run ipsec sa 

B. show run crypto map 

C. show ipsec sa 

D. show crypto map 

Correct Answer: B 

 

QUESTION 4

Observe the exhibit carefully. You are asked to review the configuration of the clientless SSL VPN connection profile,
which was created by a junior administrator. Which authentication method is configured in the clientless profile? 

A. The Cisco ASA security appliance requires AAA authenticate to the external AAA server LOCAL if the remote user
does not have an identity certificate for authentication. 

B. The Cisco ASA security appliance requires a username and password if the remote user does not have an identity
certificate for authentication. 

C. The Cisco ASA security appliance accepts an identity certificate or a username and password for authentication of
remote users, but not both. 

D. The Cisco ASA security appliance requires both an identity certificate and username and password for authentication
of remote users. 

Correct Answer: D 

 

QUESTION 5

Cisco ASA 5505 Adaptive Security Appliance is designed for providing high-performance security services. Study the
following exhibit carefully. You are asked to configure a Cisco ASA 5505 Adaptive Security Appliance as an Easy VPN
hardware client. When the telecommuter using the ASA 5505 Adaptive Security Appliance for remote access first tries
to connect to resources on the corporate network, he is prompted for authentication. Which two group policy features
will require authentication, even if a username and password are configured on the Easy VPN hardware client? (Select
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two.) 

A. Individual User Authentication 

B. Certificate Authentication 

C. Secure Unit Authentication 

D. Extended Authentication 

E. Remote User Authentication 

F. Group Authentication 

Correct Answer: AC 
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