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QUESTION 1

You are configuring an IP address on an autonomous access point. Which interface do you use to configure the IP
address?

A.BVI1

B. FastEthernet 0

C. Dotl1Radio0

D. VLAN 1

Correct Answer: A

Assigning the IP Address to the BVI When you assign an IP address to the access point by using the CLI, you must

assign the address to the bridge-group virtual interface (BVI). Beginning in a privileged EXEC mode, follow these steps
to assign an IP address to the access point BVI using the access point console port.

Command Purpose
Step 1 | configure terminal cﬂ‘ﬁer global configuration mode.
© 2 :
Step 2 |interface bvil @é Enters interface configuration
D‘S."' mode for the BVI.

<y
Step 3 |ip address ip address "mask Assigns an IP address and subEe
p Y P @9’_ £l
mask address to the BVI.

Reference: http://www.cisco.com/c/en/us/td/docs/wireless/access_point/1140/autonomous/getting_started/guide/ap1140
aut_getstart.html

QUESTION 2

In a network with a deployed Cisco WLC, which two entities must be configured with the shared secret key for 802.1X
authentication? (Choose two.)

A. WLC

B. RADIUS server
C. AP

D. supplicant

E. wireless client

Correct Answer: AB
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The WLC needs to be configured in order to forward the user credentials to an external RADIUS server. The external
RADIUS server then validates the user credentials and provides access to the wireless clients.

Reference: http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/69730-eap-auth-wlc.html

QUESTION 3

DRAG DROP Cisco WLCs running version 7.0 can be enabled for CleanAir functionality by using an AQI rating from 1
to 100. Event-driven RRM can take immediate action on AQI levels based on three sensitivity thresholds (Low, Medium,
High), which are configurable in the web-based GUI. The network administrator must understand what AQI value is set
using these sensitivity thresholds in version 7.0. Drag the AQI values on the left and drop them on the threshold name
they belong to on the right.

Select and Place:

20 Low
35 Q® { Medium
@\
0 <fa £ High
: \
-
50 2@
Fal
=
ﬁﬂ &
o
v
70
Correct Answer:
20 35
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50
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70

QUESTION 4
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An engineer is gathering information for a wireless survey of a hospital. What three pieces of information must be
collected for an active survey to assess the outcome best suited for the facility? (Choose three.)

A. presence of microwave ovens

B. number of patients that are at the facility

C. utilization of Location Services or voice applications

D. floor plans of adjacent facilities

E. use of wireless for secure records

F. spectrum analysis to locate all the computer work stations
G. existing Network Switch types and model nhumbers

H. type of devices present on the new wireless network

Correct Answer: ACH

QUESTION 5

Refer to the exhibit.

CIsCOo MONITOR WLANs CONTROLLER 5 MANAGEMENT COMMANDS  HELP
WLANs WLANSs > Edit 'test’ o
¥ WLANs
ral Secur QoS Adva
WLANS 4' TtV | |
¢ Advanced Layer 2 | Layer 3 ] AAA

Q

Layer 2 Security 6 Nune

tlc: WEP + 802.1X
i

Which option must be chosen if only the WPA is needed?
A. WPA+WPA2

B. Static-WEP + 802.1X

C. 802.1X

D. CKIP

Correct Answer: A

Wi-Fi Protected Access (WPA) and Wi-Fi Protected Access Il (WPA2) are two security protocols and security
certification programs developed by the Wi-Fi Alliance to secure wireless computer networks.
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Reference: http://en.wikipedia.org/wiki/Wi-Fi_Protected_Access
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