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QUESTION 1

Which two formats are supported for uploading background graphics to create a network map in Cisco WCS? (Choose
two.) 

A. PNG 

B. JPEG 

C. DWG 

D. TIFF 

Correct Answer: AB 

Step 1 - Save the map in .PNG, .JPG, .JPEG, or .GIF format. 

Step 2 - Browse to and import the map from anywhere in your file system. 

Step 3 - Choose Monitor > Maps to display the Maps page. 

Step 4 - From the Select a command drop-down list, choose New Campus, and click Go. 

Step 5 - On the Maps > New Campus page, enter the campus name and campus contact name. Step 6 - Browse to and
choose the image filename containing the map of the campus and click Open. Step 7 - Select the Maintain Aspect
Ratio 

check box to prevent length and width distortion when WCS resizes the map. 

Step 8 - Enter the horizontal and vertical span of the map in feet. 

Step 9 - Click OK to add this campus map to the Cisco WCS database. WCS displays the Maps page, which lists maps
in the database, map types, and campus status. 

Step 10 - (Optional) To assign location presence information, click the newly created campus link in the Monitor > Maps
page. 
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QUESTION 2

A WLAN deployment uses a combination of Cisco Aironet 1260 APs and multiple Cisco 5500 Wireless LAN Controllers
to provide wireless LAN access to end- users. The network administrator has decided to use DHCP Option 43 to enable
the APs to discover the wireless LAN controllers. 

When configuring the DHCP scope, which format should be used for the Cisco WLC addresses? 

A. a comma-separated ASCII string of Cisco WLC AP-manager addresses 

B. a comma-separated ASCII string of Cisco WLC management addresses 

C. a comma-separated ASCII string of Cisco WLC virtual IP addresses 

D. a hexadecimal string of Cisco WLC AP-manager addresses 

E. a hexadecimal string of Cisco WLC management addresses 

F. a hexadecimal string of Cisco WLC virtual IP addresses 

Correct Answer: E 

Complete these steps in order to configure DHCP Option 43, in the embedded Cisco IOS DHCP server, for all Cisco
Aironet APs that run Cisco IOS. This includes all APs except for the VxWorks 1000 Series (see the next section) and
the 600 Series OEAP which does not use Option 43. 

1.

 Enter configuration mode at the Cisco IOS CLI. 

2.

 Create the DHCP pool, which includes the necessary parameters such as the default router and server name. This is
an example DHCP scope: 

ip dhcp pool  

network  

default-router  

dns-server  

3.

 Add the Option 43 line with this syntax: 

option 43 hex  

The hexadecimal string in step 3 is assembled as a sequence of the TLV values for the Option 43 suboption: Type +
Length + Value. Type is always the suboption code 0xf1. Length is the number of controller management IP addresses
times 

4 in hex. Value is the IP address of the controller listed sequentially in hex. Reference:
http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html 
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QUESTION 3

When a wireless client is authenticated in a controller-based wireless network, which three pieces of source
identification information can be used by the controller for an Access-Request message that is sent to an external
RADIUS server? (Choose three.) 

A. wireless client IP address 

B. controller IP address 

C. AP IP address 

D. wireless client MAC address 

E. controller MAC address 

F. AP MAC address 

Correct Answer: BEF 

From the Call Station ID Type drop-down list, choose IP Address, System MAC Address, or AP MAC Address to specify
whether the IP address, system MAC address, or AP MAC address of the originator will be sent to the RADIUS server in
the Access-Request message. 

Reference:
http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-0/configuration/guide/c70/c70sol.html#wp1389032 (Step 3) 

 

QUESTION 4

You are setting up a laptop to connect to the wireless network of your organization. The protocols that are used for the
corporate network are WPA2 Enterprise, PEAP, and AES. Which three parameters do you need to configure in the
Windows 7 wireless network properties for this connection? (Choose three.) 

A. VLAN 

B. encryption type 

C. authentication method 

D. VRF 

E. security type 

F. IP address 

Correct Answer: BCE 

On the Security tab, you can specify the following security types: 

No authentication (Open) 

Shared or Shared key authentication (The Security tab is the only location where you can configure shared key
authentication because its use is highly discouraged.) 

WPA2-Personal 
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WPA-Personal 

WPA2-Enterprise 

WPA-Enterprise 

802.1x 

Based on the selected security type, you can configure either a network security key or specify and configure a network
authentication method. If you specify WPA-Enterprise, WPA2- Enterprise, or 802.1x as your security type, you must
configure the following (as shown in the previous figure): 

Choose a network authentication methodSelect an Extensible Authentication Protocol (EAP) method and click Settings
to configure the EAP type as needed. 

Remember my credentials for this connection each time I\\'m logged on: Specifies that when the user logs off, the user
credential data is not removed from the registry. If you clear the checkbox, the next time the user logs on, he will be
prompted for credentials (such as user name and password). If you specify the use of WPA-Personal or WPA2-Personal
as your security type or No authentication (Open) or Shared as your security type with WEP as your encryption type, 

you must configure a network security key, as shown in Figure 10. 
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Reference: https://technet.microsoft.com/en-us/magazine/ff847520.aspx 

 

QUESTION 5

What three configuration options can be executed by navigating to the WCS Administration > AAA menu? (Choose
three.) 
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A. Add a Lobby Ambassador guest 

B. Add a LDAP server 

C. Add an administrative user 

D. Add a MAC address list filter 

E. Add a RADIUS server 

F. Add a TACAS+ server 

Correct Answer: CEF 
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