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QUESTION 1

You are troubleshooting a Cisco AnyConnect VPN on a firewall and issue the command "show webvpn anyconnect.”
The output shows the message "SSL VPN is not enabled" instead of showing the AnyConnect package. Which action
can you take to resolve the problem?

A. Issue the enable outside command.

B. Issue the anyconnect enable command.

C. Issue the enable inside command.

D. Reinstall the AnyConnect image.

Correct Answer: B

Configuring the ASA to Web-Deploy the Client The section describes the steps to configure the ASA to web-deploy the

AnyConnect client. Detailed Steps Reference:
http://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84 cli_config/vpn_anyconnect.html

QUESTION 2

Which Cisco Security Manager feature enables the configuration of unsupported device features?
A. Deployment Manager

B. FlexConfig

C. Policy Object Manager

D. Configuration Manager

Correct Answer: B

QUESTION 3

Which two options are for securing NTP? (Choose two.)
A. a stratum clock

B. access lists

C. Secure Shell

D. authentication

E. Telnet

Correct Answer: BD
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QUESTION 4

Which statement is true when you have generated RSA keys on your Cisco router to prepare for secure device
management?

A. You must then zeroize the keys to reset secure shell before configuring other parameters.
B. The SSH protocol is automatically enabled.

C. You must then specify the general-purpose key size used for authentication with the crypto key generate rsa general-
keys modulus command.

D. All vty ports are automatically enabled for SSH to provide secure management.

Correct Answer: B

http://www.cisco.com/en/US/tech/tk583/tk617/technologies_tech_note09186a00800949e2.shtml Generate an RSA key
pair for your router, which automatically enables SSH. carter(config)#crypto key generate rsa Refer to crypto key

generate rsa - Cisco 10S Security Command Reference, Release 12.3 for more information on the usage of this
command.

QUESTION 5

What does the MD5 algorithm do?

A. takes a message less than 2”64 bits as input and produces a 160-bit message digest

B. takes a variable-length message and produces a 168-bit message digest

C. takes a variable-length message and produces a 128-bit message digest

D. takes a fixed-length message and produces a 128-bit message digest

Correct Answer: C

http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a0080094203.shtml

Message Digest 5 (MD5) -- This is a one way hashing algorithm that produces a 128-bit hash. Both MD5 and Secure

Hash Algorithm (SHA) are variations on MD4, which is designed to strengthen the security of this hashing algorithm.
SHA is more secure than MD4 and MD5. Cisco uses hashes for authentication within the IPsec framework.
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