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QUESTION 1
DRAG DROP

Select and Place:

Drag the items from the left and

drop ttem on their defiiitions on the right.

False positive

A signg ﬂllr@ilf‘;slﬂﬁi firedwhean non_affending

tnﬁ' captured and analyzed
\?{..-r ]

- %, o ."

False neqgaive

1
A
L)

}:x‘{ﬁ.ﬁ%‘ihnﬂture is not fired when offending
? traffic is detected

True positive

True negatve

Correct Answer:

An alarm is triggered Ly normal traffic or a
benign acdion

Generates an alarm waien offending traffic
is detected

Drag the items from the left and drop them on their defiritions on the right.

QUESTION 2

Ao,
o

V

B negative

«1.

False negaive

False positive

True positive
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Which element must you configure to allow traffic to flow from one security zone to another?
A. a zone pair

B. a site-to-site VPN

C. a zone list

D. a zone-based policy

Correct Answer: A

QUESTION 3

What features can protect the data plane? (Choose three.)
A. policing

B. ACLs

C.IPS

D. antispoofing

E. QoS

F. DHCP-snooping

Correct Answer: BDF

Reference: http://www.ciscopress.com/articles/article.asp?p=1924983andseqNum=5

QUESTION 4

Which command will block IP traffic to the destination 172.16.0.1/32?
A. access-list 101 deny ip host 172.16.0.1 any

B. access-list 101 deny ip any host 172.16.0.1

C. access-list 101 deny ip any any

D. access-list 11 deny host 172.16.0.1

Correct Answer: B

Here is a similar example:

Access-list Statement What it Matches

access-list 101 deny ip any host Any IP packet,:éﬁy source |IP address, with a destination IP addre
10111 10111 &
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Reference: http://www.proprofs.com/mwiki/index.php/IP_Access_Control_List_Security

QUESTION 5

Which command will configure a Cisco router to use a TACACS+ server to authorize network services with no fallback
method?

A. aaa authorization exec default group tacacs+ none

B. aaa authorization network default group tacacs+ none
C. aaa authorization network default group tacacs+

D. aaa authorization network default group tacacs+ local

Correct Answer: C
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