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QUESTION 1

In a network security policy, which procedure should be documented ahead of time to speed the communication of a
network attack? 

A. restoration plans for compromised systems 

B. credentials for packet capture devices 

C. Internet service provider contact information 

D. risk analysis tool credentials 

E. a method of communication and who to contact 

Correct Answer: E 

 

QUESTION 2

Refer to the exhibit. 

Exhibit: 3240 

Which two personal administrators should be involved to investigate further? (Choose two.) 

A. email administrator 

B. IPS administrator 

C. DNS administrator 

D. desktop administrator 

E. security administrator 

Correct Answer: CD 

 

QUESTION 3

The IHL is a 4-bit field containing what measurement? 

A. the number of 32-bit words in the IP header 

B. the size of the IP header, in bytes 

C. the size of the entire IP datagram, in bytes 

D. the number of bytes in the IP header 

E. the number of 32-bit words in the entire IP datagram 
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Correct Answer: A 

 

QUESTION 4

Which source should be used to recommend preventative measures against security vulnerabilities regardless of
operating system or platform? 

A. Microsoft security bulletins 

B. Cisco PSIRT notices 

C. Common Vulnerabilities and Exposure website 

D. Mozilla Foundation security advisories 

E. zero-day attack wiki 

Correct Answer: C 

 

QUESTION 5

Which data from previous network attacks should be used to recommend architectural changes based on potential
future impact? 

A. SNMP statistics 

B. known vulnerabilities 

C. security audit reports 

D. IPS signature logs 

E. STP topology changes 

Correct Answer: A 
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