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QUESTION 1

Refer to the exhibit.

17:39:48. 549310 40:6c:8F:10:11:12 > FF:fF T:fF:F, aRP, Tength 42: Ethernet (len &), IPW4 (1en 4)'3
request who-has 10.10.10.20 (ff:ff:fF:ff: ﬁ‘: FF? tell 10:10.10.10, Jlength 28 i
17:30:48. 549571 3¢:97:00:20:21422 > 40:6c:8F:10:11: 12,< ARP, 'Iength 60: Ethernet (len &), IPv4 (len 4)s8
10.10,10.20 js-at 3c:97:08:20:21:22, length 46 & ;

Based on the tcpdump capture, which three statements are true? (Choose three.)
A. Host 10.10.10.20 is requesting the MAC address of host 10.10.10.10 using ARP.
B. Host 10.10.10.10 is requesting the MAC address of host 10.10.10.20.

C. The ARP request is unicast.

D. The ARP response is unicast.

E. The ARP request is broadcast.

F. Host 10.10.10.20 is using the MAC address of ffff.ffff.ffff.

Correct Answer: BDE

QUESTION 2

Which step should be taken first when a server on a network is compromised?
A. Refer to the company security policy.

B. Email all server administrators.

C. Determine which server has been compromised.

D. Find the serial number of the server.

Correct Answer: A

QUESTION 3

When investigating potential network security issues, which two pieces of useful information would be found in a syslog
message? (Choose two.)

A. product serial number
B. MAC address
C. IP address

D. product model number
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E. broadcast address

Correct Answer: BC

QUESTION 4
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Which two tools are used to help with traffic identification? (Choose two.)

A. network sniffer
B. ping

C. traceroute

D. route table

E. NetFlow

F. DHCP

Correct Answer: AE

QUESTION 5

Which four tools are used during an incident to collect data? (Choose four.)

A. Sniffer

B. TCPDump

C. FTK

D. EnCase

E. ABC

F. ASA

G. Microsoft Windows 7

Correct Answer: ABCD
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