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QUESTION 1

Where should you report suspected security vulnerability in Cisco router software?
A. Cisco TAC

B. Cisco IOS Engineering

C. Cisco PSIRT

D. Cisco SIO

Correct Answer: C

QUESTION 2

What does the acronym "CSIRT" stand for?

A. Computer Security Identification Response Team
B. Cisco Security Incident Response Team

C. Cisco Security Identification Response Team

D. Computer Security Incident Response Team

Correct Answer: D

QUESTION 3

Which two measures would you recommend to reduce the likelihood of a successfully executed network attack from the
Internet? (Choose two.)

A. Completely disconnect the network from the Internet.

B. Deploy a stateful edge firewall.

C. Buy an insurance policy against attack-related business losses.
D. Implement a password management policy for remote users.

Correct Answer: BD

QUESTION 4

A server administrator tells you that the server network is potentially under attack. Which piece of information is critical
to begin your network investigation?

A. cabinet location of the servers
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B. administrator password for the servers
C. OS that is used on the servers
D. IP addresses/subnets used for the servers

Correct Answer: D

QUESTION 5

Which event is likely to be a false positive?

A. Internet Relay Chat signature with an alert context buffer containing #IPS_ROCS Yay

B. a signature addressing an ActiveX vulnerability alert on a Microsoft developer network documentation page
C. an alert for a long HTTP request with an alert context buffer containing a large HTTP GET request

D. BitTorrent activity detected on ephemeral ports

Correct Answer: B
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