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QUESTION 1

Which is considered to be anomalous activity?

A. an alert context buffer containing traffic to amazon.com

B. an alert context buffer containing SSH traffic

C. an alert context buffer containing an FTP server SYN scanning your network
D. an alert describing an anonymous login attempt to an FTP server

Correct Answer: C

QUESTION 2

In the context of a network security device like an IPS, which event would qualify as having the highest severity?

A. remote code execution attempt
B. brute force login attempt

C. denial of service attack

D. instant messenger activity

Correct Answer: A

QUESTION 3

What is the most important reason for documenting an incident?

A. It could be used as evidence for a criminal case.

B. It could be used to identify the person responsible for allowing it into the network.
C. To train others on what they should not do.

D. To use it for future incident response handling.

Correct Answer: A

QUESTION 4
The IHL is a 4-bit field containing what measurement?
A. the number of 32-bit words in the IP header

B. the size of the IP header, in bytes
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C. the size of the entire IP datagram, in bytes
D. the number of bytes in the IP header
E. the number of 32-bit words in the entire IP datagram

Correct Answer: A

QUESTION 5

What is the maximum size of an IP datagram?

A. There is no maximum size.

B. It is limited only by the memory on the host computers at either end of the connection and the intermediate routers.
C. 1024 bytes

D. 65535 bytes

E. 32768 bytes

Correct Answer: D
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