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QUESTION 1

When an IDS generates an alert for a correctly detected network attack, what is this event called?
A. false positive

B. true negative

C. true positive

D. false negative

Correct Answer: C

QUESTION 2

For TCP and UDP, what is the correct range of well-known port numbers?
A.0-1023

B.1-1024

C.1-65535

D. 0 - 65535

E. 024 - 65535

Correct Answer: A

QUESTION 3

When is it recommended to establish a traffic profile baseline for your network?
A. outside of normal production hours

B. during a DDoS attack

C. during normal production hours

D. during monthly file server backup

Correct Answer: C

QUESTION 4
Which three statements are true about the IP fragment offset? (Choose three.)

A. A fragment offset of 0 indicates that it is the first in a series of fragments.
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B. A fragment offset helps determine the position of the fragment within the reassembled datagram.
C. A fragment offset number refers to the number of fragments.

D. A fragment offset is measured in 8-byte units.

E. A fragment offset is measured in 16-byte units.

Correct Answer: ABD

QUESTION 5

Which event is likely to be a false positive?

A. Internet Relay Chat signature with an alert context buffer containing #IPS_ROCS Yay

B. a signature addressing an ActiveX vulnerability alert on a Microsoft developer network documentation page
C. an alert for a long HTTP request with an alert context buffer containing a large HTTP GET request

D. BitTorrent activity detected on ephemeral ports

Correct Answer: B
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