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QUESTION 1

Which two measures would you recommend to reduce the likelihood of a successfully executed network attack from the
Internet? (Choose two.) 

A. Completely disconnect the network from the Internet. 

B. Deploy a stateful edge firewall. 

C. Buy an insurance policy against attack-related business losses. 

D. Implement a password management policy for remote users. 

Correct Answer: BD 

 

QUESTION 2

Which event is likely to be a false positive? 

A. Internet Relay Chat signature with an alert context buffer containing #IPS_ROCS Yay 

B. a signature addressing an ActiveX vulnerability alert on a Microsoft developer network documentation page 

C. an alert for a long HTTP request with an alert context buffer containing a large HTTP GET request 

D. BitTorrent activity detected on ephemeral ports 

Correct Answer: B 

 

QUESTION 3

Which three symptoms are best used to detect a TCP SYN flood attack? (Choose three.) 

A. high memory utilization on target server 

B. large number of sockets in SYN_RECV state on target server 

C. network monitoring devices report large number of unACKed SYNs sent to target server 

D. target server crashes repeatedly 

E. user experience with target server is slow or unresponsive 

Correct Answer: BCE 

 

QUESTION 4

Which describes the best method for preserving the chain of evidence? 
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A. Shut down the machine that is infected, remove the hard drive, and contact the local authorities. 

B. Back up the hard drive, use antivirus software to clean the infected machine, and contact the local authorities. 

C. Identify the infected machine, disconnect from the network, and contact the local authorities. 

D. Allow user(s) to perform any business-critical tasks while waiting for local authorities. 

Correct Answer: C 

 

QUESTION 5

Which two statements about the IPv4 TTL field are true? (Choose two.) 

A. If the TTL is 0, the datagram is automatically retransmitted. 

B. Each router that forwards an IP datagram reduces the TTL value by one. 

C. It is used to limit the lifetime of an IP datagram on the Internet. 

D. It is used to track IP datagrams on the Internet. 

Correct Answer: BC 
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