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QUESTION 1
An administrator is searching for any child processes of email clients with this query in Carbon Black Enterprise EDR:

parent_name:outlook.exe OR parent_name:thunderbird.exe OR parent_name:eudora.exe The administrator would like
to modify this query to only show child processes that do not have a known reputation in the Carbon Black Cloud.

Which search field can be added to the query to show the desired results?
A. process_integrity_level

B. process_reputation

C. process_privileges

D. process_cloud_reputation

Correct Answer: B

QUESTION 2

What does the Aggressive setting do when configured in Local Scan Settings?
A. It adds a temporary reputation.

B. It scans all files on execution.

C. It scans new files on first execution.

D. It enables signature updates for the scanner.

Correct Answer: C

Reference: https://community.carbonblack.com/t5/Knowledge-Base/Endpoint-Standard-How-ToConfigure-Local-AV-
Scan/ta-p/89051

QUESTION 3

An administrator is creating a query per policy for Audit and Remediation. The administrator ran several recommended
queries already but notices they are unable to run the same recommended query for one of their policies. The run
button is grayed out.

Which statement correctly explains why the run button is unavailable?

A. The sensors in the policy do not support the table or query.

B. The administrator needs the use live query permission.

C. The number of consecutive running queries is limited.
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D. The query or table is not supported within osquery.

Correct Answer: B

QUESTION 4

A watchlist generates a false positive on the Triage Alerts page, so the watchlist must be updated. How should this task
be accomplished?

A. One can update watchlists directly on the Triage Alerts Page using the pencil icon.

B. One can update watchlists from the Process Search Page.

C. Open the process analysis page and select the Add Watchlist Exclusion option from the Actions menu.
D. Open the Watchlist Page and click the pencil button associated with the watchlist.

Correct Answer: A

QUESTION 5

There is a requirement to block ransomware when a sensor is offline. Which blocking and isolation rule fulfills this
requirement?

A. Known Malware --> Performs ransomware-like behavior --> Terminate process

B. Not Listed Application --> Performs ransomware-like behavior --> Deny operation
C. Suspect Malware --> Performs ransomware-like behavior --> Deny operation

D. Unknown Application --> Performs ransomware-like behavior --> Terminate process

Correct Answer: A
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