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QUESTION 1

Which enforcement level does not block unapproved files but will block files that have been specifically banned? 

A. Medium Enforcement 

B. Disabled 

C. Visibility 

D. Low Enforcement 

Correct Answer: B 

Explanation: The protection level applied to computers running the App Control Agent. A range of levels from High
(Block Unapproved) to None (Disabled) enable you to specify the level of file blocking required. 

 

QUESTION 2

After an emergency, what does the Restore computer button do on the App Control Home page? 

A. Move all computers to the original Enforcement level 

B. Move all computers to High Enforcement level 

C. Move all computers to Low Enforcement level 

D. Move all computers to Medium Enforcement level 

Correct Answer: A 

 

 

QUESTION 3

An active compromise is detected on an endpoint. Due to current policies, the compromise was detected but not
terminated. 

What would be an appropriate action to end the current communication between the device and the attacker? 

A. Uninstall the sensor 

B. Place the system into bypass mode 

C. Place the system into Quarantine D. Remotely scan the endpoint 

Correct Answer: B 
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QUESTION 4

An administrator runs the following query in Audit and Remediation: 

SELECT * 

FROM users 

WHERE UID >= 500; 

How long will this query stay active and accept data from the sensors? 

A. 14 days 

B. 30 days 

C. 7 days 

D. 1 day 

Correct Answer: C 

Reference: https://community.carbonblack.com/t5/Knowledge-Base/Carbon-Black-Cloud-Audit-andRemediation-How-
long-does-a-query/ta-p/34817 

 

QUESTION 5

An Enterprise EDR administrator wants to use Watchlists curated by VMware Carbon Black and other 

threat intelligence specialists. 

How should the administrator add these curated Watchlists from the Watchlists page? 

A. Click Add Watchlists, and input the URL(s) for the desired Watchlists. 

B. Click Take Action, select Edit, and select the desired Watchlists. 

C. Click Take Action, and select Subscribe for the desired Watchlists. 

D. Click Add Watchlists, on the Subscribe tab select the desired Watchlists, and click Subscribe. 

Correct Answer: A 

Reference: https://www.google.com/url?
sa=tandrct=jandq=andesrc=sandsource=webandcd=andved=2ahUKEwjl1tW404XvAhWZRhUIHSygB74
QFjADegQIExADandurl=https%3A%2F%2Fcommunity.carbonblack.com%2Fgbouw27325%2Fattachments %2F
gbouw27325%2Fproduct-docs-news%F1913%2F18%2FEnterprise%2520EDR%2520Getting%
2520Started.pdfandusg=AOvVaw2_M7opfEgUaIIfutBZChvk (5) 
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