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QUESTION 1

How long will Live Queries in Carbon Black Audit and Remediation run before timing out?
A. 30 days

B. 14 days

C. 180 days

D. 7 days

Correct Answer: D

QUESTION 2

There is a requirement to block ransomware when a sensor is offline. Which blocking and isolation rule fulfills this
requirement?

A. Known Malware --> Performs ransomware-like behavior --> Terminate process

B. Not Listed Application --> Performs ransomware-like behavior --> Deny operation
C. Suspect Malware --> Performs ransomware-like behavior --> Deny operation

D. Unknown Application --> Performs ransomware-like behavior --> Terminate process

Correct Answer: A

QUESTION 3

An Enterprise EDR administrator has created a custom Watchlist and wants to add a custom query to a report in the
custom Watchlist.

From which page can the administrator add this custom query?
A. Policies

B. Watchlists

C. Investigate

D. Cloud Analysis

Correct Answer: C
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QUESTION 4

There is a need to ignore all activity at an application path. Which rule definition should be used to address this need?
A. Application at Path, Performs any operation, Bypass

B. Application at Path, Runs or is Running, Bypass

C. Application at Path, Runs or is Running, Allow and Log

D. Application at Path, Performs any operation, Allow and Log

Correct Answer: A

Reference: https://community.carbonblack.com/t5/Knowledge-Base/Carbon-Black-Cloud-Console-How-toSetup-
Exclusions-in-the/ta-p/42334

QUESTION 5

Which enforcement level does not block unapproved files but will block files that have been specifically banned?
A. Medium Enforcement

B. Disabled

C. Visibility

D. Low Enforcement

Correct Answer: B

Explanation: The protection level applied to computers running the App Control Agent. A range of levels from High
(Block Unapproved) to None (Disabled) enable you to specify the level of file blocking required.
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