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QUESTION 1

Management has directed that the SOC team be enabled to create global file bans via the App Control API. 

How would this be configured in the App Control Console? 

A. Create a Role, map to corresponding SOC group, and add permission "Manage files" to Role. 

B. Add permission "Manage files" and create an API token for each SOC user. 

C. Create a Role, map to the corresponding SOC group, add permission "Manage files", and create API token for the
Role. 

D. Create a Role, map it to the corresponding SOC group, add permission "Manage files" to Role, and create an API
token for each user in group. 

Correct Answer: C 

 

 

QUESTION 2

An analyst is reviewing an alert in Enterprise EDR from a custom watchlist. The analyst disagrees with the alert severity
rating. 

How can the analyst change the alert severity value, if this is possible? 

A. The alert severity is assigned by the backend analytics. 

B. The alert severity is not configurable. 

C. Change the alert severity on the watchlist. 

D. Change the alert severity on the report. 

Correct Answer: C 

 

 

QUESTION 3

Refer to the exhibit: 
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Which statement is true in regards to communication between the sensor and server? 

A. The sensor must be able to resolve the name cb.yourcompany.com. 

B. The server must have an entry in the host file for cb.yourcompany.com. 

C. The communication is unencrypted. 

D. The sensor will communicate on a non-default port. 

Correct Answer: C 

 

 

QUESTION 4

A watchlist generates a false positive on the Triage Alerts page, so the watchlist must be updated. How should this task
be accomplished? 

A. One can update watchlists directly on the Triage Alerts Page using the pencil icon. 

B. One can update watchlists from the Process Search Page. 

C. Open the process analysis page and select the Add Watchlist Exclusion option from the Actions menu. 

D. Open the Watchlist Page and click the pencil button associated with the watchlist. 

Correct Answer: A 

 

 

QUESTION 5

Given the following query: 

SELECT * FROM users WHERE UID >= 500; 

Which statement is correct? 
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A. This query limits the number of columns to display in the results. 

B. This query filters results sent to the cloud. 

C. This query is missing a parameter for validity. 

D. This query returns all accounts found on systems. 

Correct Answer: A 
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