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QUESTION 1

Which tasks need to be completed before a third-party identity provider instance can be added in Workspace ONE?
A. Configure the Metadata on the third-party side to match Workspace ONE.

B. Verify that the third-party instances is SAML 1.0 compliant.

C. VMware Identity Manager service must reach the third-party instance.

D. Verify that the third-party instances is REST compliant.

Correct Answer: C

Reference: https://docs.vmware.com/en/VMware-ldentity-Manager/services/ IDM_service_administration_cloud/GUID-
CO04AED8C-0D84-4DA6-A6DA-8DCBC8341E6E.html

QUESTION 2

What are three requirements before beginning work on a VMware Workspace ONE and Okta Integration? (Choose
three.)

A. An Okta tenant: Role required: System or Console Administrator

B. A Workspace ONE UEM tenant: Role required: Console Administrator

C. A VMware Ildentity Manager tenant: Role required: System Administrator
D. A VMware Identity Manager tenant: Role required: Console Administrator
E. An Okta tenant: Role required: Super or Org Administrator

F. A Workspace ONE UEM tenant: Role required: System Administrator
Correct Answer: CEF

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE/services/ workspaceone_okta_integration.pdf

QUESTION 3
The certproxy will be managed on which server when using it on-premises?

A. The cert proxy settings must be configured on the Workspace ONE UEM Admin console to manage the Android
Mobile SSO requests.

B. The cert proxy settings must be configured on the VMware Identity Manager in the appliance settings to manage the
Android Mobile SSO requests.

C. The cert proxy settings must be configured on the Workspace ONE UEM Self Service portal to manage the Android
Mobile SSO requests.
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D. The cert proxy settings must be configured on the VMware UAG admin console to manage the Android Mobile SSO
requests.

Correct Answer: B

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE/services/WS1_android_sso_config/
GUID-1E5128A5-1394-4A50-8098-947780E38166.htm|

QUESTION 4

Which two steps must be fulfilled to enable Kerberos Constrained Delegation on the SEGv2? (Choose two.)
A. Upload the Offline Root CA Certificate to the SEG v2.

B. Verify that the SEG Server is able to connect to the domain controller through Port 80.

C. Join the SEGV2 to the Active Directory.

D. Enable Require Client Certificate.

E. Enter Target SPN in HTTP/{exchangeName} format.

Correct Answer: DE

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/9.7/kerberos-constraineddelegation-
authentication-for-seg-v2.pdf

QUESTION 5

Which three enrollment options are supported with Workspace ONE and Azure AD? (Choose three.)
A. Only supported on Dell EMC devices.

B. Enroll through On-Premise Exchange.

C. Enroll through Out of Box Experience.

D. Enroll through Office 365 apps.

E. Enroll an Azure AD managed device into Workspace ONE UEM.

F. Enroll in the local AD and then sync to Azure AD.

Correct Answer: CDE

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/1810/Workspace-ONE-UEM-Windows-
Desktop-Device-Management/GUID-AWT-ENROLL-CLOUD.html
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