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QUESTION 1

A security officer wants to implement a vulnerability scanning program. The officer is uncertain of the state of
vulnerability resiliency within the organization\\'s large IT infrastructure. 

What would be the BEST approach to minimize scan data output while retaining a realistic view of system vulnerability? 

A. Scan a representative sample of systems 

B. Perform the scans only during off-business hours 

C. Decrease the vulnerabilities within the scan tool settings 

D. Filter the scan output so only pertinent data is analyzed 

Correct Answer: A 

 

QUESTION 2

Acceptable levels of information security risk tolerance in an organization should be determined by? 

A. Corporate legal counsel 

B. CISO with reference to the company goals 

C. CEO and board of director 

D. Corporate compliance committee 

Correct Answer: C 

 

QUESTION 3

The framework that helps to define a minimum standard of protection that business stakeholders must attempt to
achieve is referred to as a standard of: 

A. Due Protection 

B. Due Care 

C. Due Compromise 

D. Due process 

Correct Answer: B 

 

QUESTION 4

What process defines the framework of rules and practices by which a board of directors ensure accountability, fairness
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and transparency in an organization\\'s relationship with its shareholders? 

A. Internal Audit 

B. Corporate governance 

C. Risk Oversight 

D. Key Performance Indicators 

Correct Answer: B 

Reference: https://www.igi-global.com/dictionary/corporate-governance/5957 

 

QUESTION 5

SQL injection is a very popular and successful injection attack method. Identify the basic SQL injection text: 

A. ` o 1=1 - 

B. /../../../../ 

C. "DROPTABLE USERNAME" 

D. NOPS 

Correct Answer: A 
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