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QUESTION 1

Which of the following most commonly falls within the scope of an information security governance steering committee? 

A. Approving access to critical financial systems 

B. Developing content for security awareness programs 

C. Interviewing candidates for information security specialist positions 

D. Vetting information security policies 

Correct Answer: D 

 

QUESTION 2

Scenario: Your company has many encrypted telecommunications links for their world-wide operations. Physically
distributing symmetric keys to all locations has proven to be administratively burdensome, but symmetric keys are
preferred to other alternatives. 

Symmetric encryption in general is preferable to asymmetric encryption when: 

A. The number of unique communication links is large 

B. The volume of data being transmitted is small 

C. The speed of the encryption / deciphering process is essential 

D. The distance to the end node is farthest away 

Correct Answer: C 

 

QUESTION 3

Which of the following has the GREATEST impact on the implementation of an information security governance model? 

A. Organizational budget 

B. Distance between physical locations 

C. Number of employees 

D. Complexity of organizational structure 

Correct Answer: D 

 

QUESTION 4

Michael starts a new job and discovers that he has unnecessary access to a variety of systems. 
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Which of the following best describes the problem he has encountered? 

A. Rights collision 

B. Excessive privileges 

C. Privilege creep 

D. Least privileges 

Correct Answer: B 

 

QUESTION 5

As the CISO, you have been tasked with the execution of the company\\'s key management program. You MUST
ensure the integrity of encryption keys at the point of generation. Which principal of encryption key control will ensure no
single individual can constitute or re-constitute a key? 

A. Dual Control 

B. Separation of Duties 

C. Split Knowledge 

D. Least Privilege 

Correct Answer: A 

Reference: https://info.townsendsecurity.com/bid/23881/PCI-DSS-2-0-and-Encryption-Key-Management 
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