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QUESTION 1

Your company has a "no right to privacy" notice on all logon screens for your information systems and users sign an
Acceptable Use Policy informing them of this condition. A peer group member and friend comes to you and requests
access to one of her employee\\'s email account. What should you do? (choose the BEST answer): 

A. Grant her access, the employee has been adequately warned through the AUP. 

B. Assist her with the request, but only after her supervisor signs off on the action. 

C. Reset the employee\\'s password and give it to the supervisor. 

D. Deny the request citing national privacy laws. 

Correct Answer: B 

 

QUESTION 2

A customer of a bank has placed a dispute on a payment for a credit card account. The banking system uses digital
signatures to safeguard the integrity of their transactions. The bank claims that the system shows proof that the
customer in fact made the payment. What is this system capability commonly known as? 

A. non-repudiation 

B. conflict resolution 

C. strong authentication 

D. digital rights management 

Correct Answer: A 

 

 

QUESTION 3

SCENARIO: A CISO has several two-factor authentication systems under review and selects the one that is most
sufficient and least costly. The implementation project planning is completed and the teams are ready to implement the
solution. The CISO then discovers that the product it is not as scalable as originally thought and will not fit the
organization\\'s needs. 

The CISO is unsure of the information provided and orders a vendor proof of concept to validate the system\\'s
scalability. This demonstrates which of the following? 

A. An approach that allows for minimum budget impact if the solution is unsuitable 

B. A methodology-based approach to ensure authentication mechanism functions 

C. An approach providing minimum time impact to the implementation schedules 

D. A risk-based approach to determine if the solution is suitable for investment 
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Correct Answer: D 

 

QUESTION 4

This occurs when the quantity or quality of project deliverables is expanded from the original project plan. 

A. Scope creep 

B. Deadline extension 

C. Scope modification 

D. Deliverable expansion 

Correct Answer: A 

 

QUESTION 5

Which of the following best describes the purpose of the International Organization for Standardization (ISO) 27002
standard? 

A. To give information security management recommendations to those who are responsible for initiating, implementing,
or maintaining security in their organization. 

B. To provide a common basis for developing organizational security standards 

C. To provide effective security management practice and to provide confidence in inter- organizational dealings 

D. To established guidelines and general principles for initiating, implementing, maintaining, and improving information
security management within an organization 

Correct Answer: D 
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