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QUESTION 1

The organization does not have the time to remediate the vulnerability; however it is critical to release the application.
Which of the following needs to be further evaluated to help mitigate the risks?

A. Provide developer security training

B. Deploy Intrusion Detection Systems
C. Provide security testing tools

D. Implement Compensating Controls

Correct Answer: D

QUESTION 2

An international organization is planning a project to implement encryption technologies to protect company confidential
information. This organization has data centers on three continents. Which of the following would be considered a
MAJOR constraint for the project?

A. Time zone differences

B. Compliance to local hiring laws

C. Encryption import/export regulations

D. Local customer privacy laws

Correct Answer: C

QUESTION 3

Scenario: An organization has made a decision to address Information Security formally and consistently by adopting
established best practices and industry standards. The organization is a small retail merchant but it is expected to grow
to a global customer base of many millions of customers in just a few years.

The organization has already been subject to a significant amount of credit card fraud. Which of the following is the
MOST likely reason for this fraud?

A. Lack of compliance to the Payment Card Industry (PCI) standards
B. Ineffective security awareness program

C. Security practices not in alignment with ISO 27000 frameworks

D. Lack of technical controls when dealing with credit card data

Correct Answer: A
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QUESTION 4

What is the term describing the act of inspecting all real-time Internet traffic (i.e., packets) traversing a major Internet
backbone without introducing any apparent latency?

A. Traffic Analysis

B. Deep-Packet inspection
C. Packet sampling

D. Heuristic analysis

Correct Answer: B

QUESTION 5

The FIRST step in establishing a security governance program is to?
A. Conduct a risk assessment.

B. Obtain senior level sponsorship.

C. Conduct a workshop for all end users.

D. Prepare a security budget.

Correct Answer: B
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