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QUESTION 1

Which of the following is a critical operational component of an Incident Response Program (IRP)? 

A. Weekly program budget reviews to ensure the percentage of program funding remains constant. 

B. Annual review of program charters, policies, procedures and organizational agreements. 

C. Daily monitoring of vulnerability advisories relating to your organization\\'s deployed technologies. 

D. Monthly program tests to ensure resource allocation is sufficient for supporting the needs of the organization 

Correct Answer: C 

 

QUESTION 2

Which of the following is a common technology for visual monitoring? 

A. Closed circuit television 

B. Open circuit television 

C. Blocked video 

D. Local video 

Correct Answer: A 

Reference: https://www.ifsecglobal.com/video-surveillance/role-cctv-cameras-public-privacy-protection/ 

 

QUESTION 3

You have a system with 2 identified risks. You determine the probability of one risk occurring is higher than the 

A. Controlled mitigation effort 

B. Risk impact comparison 

C. Relative likelihood of event 

D. Comparative threat analysis 

Correct Answer: C 

 

QUESTION 4

What is the term describing the act of inspecting all real-time Internet traffic (i.e., packets) traversing a major Internet
backbone without introducing any apparent latency? 
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A. Traffic Analysis 

B. Deep-Packet inspection 

C. Packet sampling 

D. Heuristic analysis 

Correct Answer: B 

 

QUESTION 5

A security officer wants to implement a vulnerability scanning program. The officer is uncertain of the state of
vulnerability resiliency within the organization\\'s large IT infrastructure. 

What would be the BEST approach to minimize scan data output while retaining a realistic view of system vulnerability? 

A. Scan a representative sample of systems 

B. Perform the scans only during off-business hours 

C. Decrease the vulnerabilities within the scan tool settings 

D. Filter the scan output so only pertinent data is analyzed 

Correct Answer: A 
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