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QUESTION 1

Which of the following defines the boundaries and scope of a risk assessment? 

A. The risk assessment schedule 

B. The risk assessment framework 

C. The risk assessment charter 

D. The assessment context 

Correct Answer: B 

Reference: https://cfocussoftware.com/risk-management-framework/know-your-boundary/ 

 

QUESTION 2

A consultant is hired to do physical penetration testing at a large financial company. In the first day of his assessment,
the consultant goes to the company\\'s building dressed like an electrician and waits in the lobby for an employee to
pass through the main access gate, then the consultant follows the employee behind to get into the restricted area. 

Which type of attack did the consultant perform? 

A. Shoulder surfing 

B. Tailgating 

C. Social engineering 

D. Mantrap 

Correct Answer: B 

 

QUESTION 3

An organization has defined a set of standard security controls. This organization has also defined the circumstances
and conditions in which they must be applied. What is the NEXT logical step in applying the controls in the
organization? 

A. Determine the risk tolerance 

B. Perform an asset classification 

C. Create an architecture gap analysis 

D. Analyze existing controls on systems 

Correct Answer: B 
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QUESTION 4

Credit card information, medical data, and government records are all examples of: 

A. Confidential/Protected Information 

B. Bodily Information 

C. Territorial Information 

D. Communications Information 

Correct Answer: A 

 

QUESTION 5

You are having a penetration test done on your company network and the leader of the team says they discovered all
the network devices because no one had changed the Simple Network Management Protocol (SNMP) community
strings from the defaults. Which of the following is a default community string? 

A. Execute 

B. Read 

C. Administrator 

D. Public 

Correct Answer: D 
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