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QUESTION 1

The regular review of a firewall ruleset is considered a 

A. Procedural control 

B. Organization control 

C. Technical control 

D. Management control 

Correct Answer: A 

 

QUESTION 2

Simon had all his systems administrators implement hardware and software firewalls to ensure network security. They
implemented IDS/IPS systems throughout the network to check for and stop any unauthorized traffic that may attempt to
enter. Although Simon and his administrators believed they were secure, a hacker group was able to get into the
network and modify files hosted on the company\\'s website. 

After searching through the firewall and server logs, no one could find how the attackers were able to get in. He decides
that the entire network needs to be monitored for critical and essential file changes. This monitoring tool alerts
administrators when a critical file is altered. 

What tool could Simon and his administrators implement to accomplish this? 

A. They need to use Nessus. 

B. They can implement Wireshark. 

C. Snort is the best tool for their situation. 

D. They could use Tripwire. 

Correct Answer: C 

Reference: https://searchnetworking.techtarget.com/definition/Snort 

 

QUESTION 3

When selecting a security solution with reoccurring maintenance costs after the first year (choose the BEST answer): 

A. The CISO should cut other essential programs to ensure the new solution\\'s continued use 

B. Communicate future operating costs to the CIO/CFO and seek commitment from them to ensure the new solution\\'s
continued use 

C. Defer selection until the market improves and cash flow is positive 

D. Implement the solution and ask for the increased operating cost budget when it is time 
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Correct Answer: B 

 

QUESTION 4

Which regulation or policy governs protection of personally identifiable user data gathered during a cyber investigation? 

A. ITIL 

B. Privacy Act 

C. Sarbanes Oxley 

D. PCI-DSS 

Correct Answer: B 

 

QUESTION 5

SCENARIO: Critical servers show signs of erratic behavior within your organization\\'s intranet. Initial information
indicates the systems are under attack from an outside entity. As the Chief Information Security Officer (CISO), you
decide to deploy the Incident Response Team (IRT) to determine the details of this incident and take action according to
the information available to the team. 

In what phase of the response will the team extract information from the affected systems without altering original data? 

A. Response 

B. Investigation 

C. Recovery 

D. Follow-up 

Correct Answer: B 
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