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QUESTION 1

Which of the following is a major benefit of applying risk levels?

A. Risk management governance becomes easier since most risks remain low once mitigated

B. Resources are not wasted on risks that are already managed to an acceptable level

C. Risk budgets are more easily managed due to fewer identified risks as a result of using a methodology
D. Risk appetite can increase within the organization once the levels are understood

Correct Answer: B

QUESTION 2

As a new CISO at a large healthcare company you are told that everyone has to badge in to get in the building. Below
your office window you notice a door that is normally propped open during the day for groups of people to take breaks
outside. Upon looking closer you see there is no badge reader. What should you do?

A. Nothing, this falls outside your area of influence.

B. Close and chain the door shut and send a company-wide memo banning the practice.

C. Have a risk assessment performed.

D. Post a guard at the door to maintain physical security

Correct Answer: C

QUESTION 3

At what level of governance are individual projects monitored and managed?
A. Program

B. Milestone

C. Enterprise

D. Portfolio

Correct Answer: D

QUESTION 4
The PRIMARY objective of security awareness is to:

A. Ensure that security policies are read.
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B. Encourage security-conscious employee behavior.
C. Meet legal and regulatory requirements.
D. Put employees on notice in case follow-up action for noncompliance is necessary

Correct Answer: B

QUESTION 5

Which of the following is the MOST important benefit of an effective security governance process?
A. Reduction of liability and overall risk to the organization

B. Better vendor management

C. Reduction of security breaches

D. Senior management participation in the incident response process

Correct Answer: A
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