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QUESTION 1

Which wireless encryption technology makes use of temporal keys? 

A. Wireless Application Protocol (WAP) 

B. Wifi Protected Access version 2 (WPA2) 

C. Wireless Equivalence Protocol (WEP) 

D. Extensible Authentication Protocol (EAP) 

Correct Answer: B 

 

QUESTION 2

Involvement of senior management is MOST important in the development of: 

A. IT security implementation plans. 

B. Standards and guidelines. 

C. IT security policies. 

D. IT security procedures. 

Correct Answer: C 

 

QUESTION 3

When a critical vulnerability has been discovered on production systems and needs to be fixed immediately, what is the
BEST approach for a CISO to mitigate the vulnerability under tight budget constraints? 

A. Transfer financial resources from other critical programs 

B. Take the system off line until the budget is available 

C. Deploy countermeasures and compensating controls until the budget is available 

D. Schedule an emergency meeting and request the funding to fix the issue 

Correct Answer: C 

 

QUESTION 4

The Security Operations Center (SOC) just purchased a new intrusion prevention system (IPS) that needs to be
deployed in-line for best defense. The IT group is concerned about putting the new IPS in-line because it might
negatively impact network availability. What would be the BEST approach for the CISO to reassure the IT group? 
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A. Work with the IT group and tell them to put IPS in-line and say it won\\'t cause any network impact 

B. Explain to the IT group that the IPS won\\'t cause any network impact because it will fail open 

C. Explain to the IT group that this is a business need and the IPS will fail open however, if there is a network failure the
CISO will accept responsibility 

D. Explain to the IT group that the IPS will fail open once in-line however it will be deployed in monitor mode for a set
period of time to ensure that it doesn\\'t block any legitimate traffic 

Correct Answer: D 

 

QUESTION 5

Which of the following is the MOST important goal of risk management? 

A. Identifying the risk 

B. Finding economic balance between the impact of the risk and the cost of the control 

C. Identifying the victim of any potential exploits. 

D. Assessing the impact of potential threats 

Correct Answer: B 
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