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QUESTION 1

Which option is a valid whitelist evaluation value?
A. pending

B. violation

C. semi-compliant

D. not-evaluated

Correct Answer: D

QUESTION 2

A one-to-many type of scan, in which an attacker uses a single host to scan a single port on multiple target hosts,
indicates which port scan type?

A. port scan

B. portsweep

C. decoy port scan
D. ACK scan

Correct Answer: B

QUESTION 3

Context Explorer can be accessed by a subset of user roles. Which predefined user role is not valid for FireSIGHT event
access?

A. Administrator

B. Intrusion Administrator

C. Security Analyst

D. Security Analyst (Read-Only)

Correct Answer: B

QUESTION 4
In addition to the discovery of new hosts, FireSIGHT can also perform which function?

A. block traffic
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B. determine which users are involved in monitored connections
C. discover information about users
D. route traffic

Correct Answer: B

QUESTION 5

Which option is not a characteristic of dashboard widgets or Context Explorer?

A. Context Explorer is a tool used primarily by analysts looking for trends across varying periods of time.
B. Context Explorer can be added as a widget to a dashboard.

C. Widgets offer users an at-a-glance view of their environment.

D. Widgets are offered to all users, whereas Context Explorer is limited to a few roles.

Correct Answer: B
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