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QUESTION 1

Which three Fire POWER services features require a subscription license? (Choose three.)
A. URL filtering

B. AVC

C. high availability

D. AMP

E. IPS

F. identity visibility

Correct Answer: ADE

QUESTION 2

A file-type embedded attack is an example of which IoC event category?
A. security intelligence

B. IPS

C. malware

D. firewall

Correct Answer: C

QUESTION 3

An SFR module has been installed in the adaptive security appliance. Which command must be executed on the
module to establish connectivity to FireSIGHT Management Center?

A. system install manager
B. config manager fmc host
C. config manager add

D. system manager fmc

Correct Answer: B

QUESTION 4
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Refer to the exhibit.

_ Configuration > Remote Access ¥YPN = AAALocal Users > Local Users O

Create entries in the ASA local user database, &

Command auktharization must be enabled in arder for the user account privileges ﬁﬁenfnrced. Tao enable command authaorizakion, go ko
Authorization, ao

A48 authentication console commands must be enabled in order for ¢ ccess restrictions o be enforced. To enable AAA authentication
command go to duthentication,
2
AN

VPN Group Palicy

| Username Privilege Level (Role) MPM Group Lock

- Inhetit Group Polic,.. |

2 ||:| WEE 1

manager1 2 @ managemenk -- Inherit Group Polic. .. :
!cnntractur 15 Full -- Inherit Group Paolicy -- -- Inhetit Group Palic,., |
|conkractart z Mo ASDMJCLI new_hire -- Inhetit Group Palic,.. |

When the user "contractor" Cisco AnyConnect tunnel is established, what type of Cisco ASA user restrictions are
applied to the tunnel?

A. full restrictions (no Cisco ASDM, no CLI, no console access)

B. full restrictions (no read, no write, no execute permissions)

C. full restrictions (CLI show commands and Cisco ASDM monitoring permissions only)
D. full access with no restrictions

Correct Answer: D

QUESTION 5

Datagram Transport Layer Security (DTLS) was introduced to solve performance issues. Which three are characteristics
of DTLS? (Choose three.)

A. It uses TLS to negotiate and establish DTLS connections.

B. It uses DTLS to transmit datagrams.

C. Itis disabled by default.

D. It uses TLS for data packet retransmission.

E. It replaces underlying transport layer with UDP 443.

F. It uses TLS to provide low-latency video application tunneling.

Correct Answer: ABE
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