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QUESTION 1

Which of the following policy forbids everything with strict restrictions on all usage of the company systems and
network? 

A. Information-Protection Policy 

B. Paranoid Policy 

C. Promiscuous Policy 

D. Prudent Policy 

Correct Answer: B 

 

QUESTION 2

A firewall protects networked computers from intentional hostile intrusion that could compromise confidentiality or result
in data corruption or denial of service. It examines all traffic routed between the two networks to see if it meets certain
criteria. If it does, it is routed between the networks, otherwise it is stopped. 

Why is an appliance-based firewall is more secure than those implemented on top of the commercial operating system
(Software based)? 

A. Appliance based firewalls cannot be upgraded 

B. Firewalls implemented on a hardware firewall are highly scalable 

C. Hardware appliances does not suffer from security vulnerabilities associated with the underlying operating system 

D. Operating system firewalls are highly configured 
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Correct Answer: C 

 

QUESTION 3

Which one of the following is a supporting tool for 802.11 (wireless) packet injections, it spoofs 802.11 packets to verify
whether the access point is valid or not? 

A. Airsnort 

B. Aircrack 

C. Airpwn 

D. WEPCrack 

Correct Answer: C 

 

QUESTION 4

You are conducting a penetration test against a company and you would like to know a personal email address of John,
a crucial employee. What is the fastest, cheapest way to find out John\\'s email address. 

A. Call his wife and ask for his personal email account 

B. Call a receptionist and ask for John Stevens\\' personal email account 

C. Search in Google for his personal email ID 

D. Send an email to John stating that you cannot send him an important spreadsheet attachment file to his business
email account and ask him if he has any other email accounts 

Correct Answer: D 
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QUESTION 5

Identify the correct formula for Return on Investment (ROI). 

A. ROI = ((Expected Returns Cost of Investment) / Cost of Investment) * 100 

B. ROI = (Expected Returns + Cost of Investment) / Cost of Investment 

C. ROI = (Expected Returns - Cost of Investment) / Cost of Investment 

D. ROI = ((Expected Returns + Cost of Investment) / Cost of Investment) * 100 

Correct Answer: C 
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