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QUESTION 1

In the example of a /etc/passwd file below, what does the bold letter string indicate? nomad:HrLNrZ3VS3TF2:501:100:
Simple Nomad:/home/nomad:/bin/bash

A. Maximum number of days the password is valid
B. Group number

C. GECOS information

D. User number

Correct Answer: D

QUESTION 2

Hackers today have an ever-increasing list of weaknesses in the web application structure at their disposal, which they
can exploit to accomplish a wide variety of malicious tasks.

New flaws in web application security measures are constantly being researched, both by hackers and by

security professionals. Most of these flaws affect all dynamic web applications whilst others are dependent on specific
application technologies. In both cases, one may observe how the evolution and refinement of web technologies also
brings about new exploits which compromise sensitive databases, provide access to theoretically secure networks, and
pose a threat to the daily operation of online businesses. What is the biggest threat to Web 2.0 technologies?

A. SQL Injection Attacks

B. Service Level Configuration Attacks

C. Inside Attacks

D. URL Tampering Attacks

Correct Answer: D
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QUESTION 3

Which of the following attributes has a LM and NTLMv1 value as 64bit + 64bit + 64bit and NTLMv2 value as 128 bits?
A. Hash Key Length

B. C/R Value Length

C. C/R Key Length

D. Hash Value Length

Correct Answer: B

QUESTION 4

When you are running a vulnerability scan on a network and the IDS cuts off your connection, what type of IDS is being
used?

A. Passive IDS

B. Active IDS

C. Progressive IDS
D. NIPS

Correct Answer: B

QUESTION 5

Which of the following is a framework of open standards developed by the Internet Engineering Task Force (IETF) that
provides secure transmission of the sensitive data over an unprotected medium, such as the Internet?

A. DNSSEC
B. Netsec
C. IKE

D. IPsec

Correct Answer: D
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