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QUESTION 1

ARP spoofing is a technique whereby an attacker sends fake ("spoofed") Address Resolution Protocol (ARP) messages
onto a Local Area Network. Generally, the aim is to associate the attacker\\'s MAC address with the IP address of
another host (such as the default gateway), causing any traffic meant for that IP address to be sent to the attacker
instead.

ARP spoofing attack is used as an opening for other attacks.
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What type of attack would you launch after successfully deploying ARP spoofing?
A. Parameter Filtering

B. Social Engineering

C. Input Validation

D. Session Hijacking

Correct Answer: D

Reference: http://en.wikipedia.org/wiki/ARP_spoofing

QUESTION 2

James is testing the ability of his routers to withstand DoS attacks. James sends ICMP ECHO requests to the broadcast
address of his network. What type of DoS attack is James testing against his network?

A. Smurf
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B. Trinoo
C. Fraggle
D. SYN flood

Correct Answer: A

QUESTION 3

Which type of vulnerability assessment tool provides security to the IT system by testing for vulnerabilities in the
applications and operation system?

A. Active/Passive Tools

B. Application-layer Vulnerability Assessment Tools

C. Location/Data Examined Tools

D. Scope Assessment Tools

Correct Answer: D

Reference: http://books.google.com.pk/books?id=7dwEAAAAQBAJandpg=SA7-
PAllandlpg=SA7PAllanddg=vulnerability+assessment+tool+provides+security+to+the+IT+system+by+testing +for
+vulnerabilities+in+the+applications+and+operation+systemandsource=blandots=SQCLHR
nnjlandsig=HpenOheCU4GBONkA4EurHCMfND4andhl=enandsa=Xandei=DqYfVJCLHMTnyQODn
4C4Cwandved=0CDQQ6AEwAw#v=0onepageandg=vulnerability%20assessment%20tool%20pr ovides%

20security%20t0%20the%20IT%20system%20by%20testing%20for%20vulnerabili ties%20in%20the%
20applications%20and%20operation%20systemandf=false

QUESTION 4

Which of the following is a framework of open standards developed by the Internet Engineering Task Force (IETF) that
provides secure transmission of the sensitive data over an unprotected medium, such as the Internet?

A. DNSSEC
B. Netsec
C. IKE

D. IPsec

Correct Answer: D

Reference: http://www.cisco.com/c/en/us/td/docs/net_mgmt/vpn_solutions_center/2- O/ip_security/
provisioning/guide/IPsecPG1.html
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QUESTION 5

What is the maximum value of a "tinyint" field in most database systems?

A. 222

B. 224 or more

C. 240 or less

D. 225 or more

Correct Answer: D

Reference: http://books.google.com.pk/books?id=JUclAAAAQBAJandpg=SA3-
PA3andlpg=SA3PA3anddg=maximum-+value+of+a+%E2%80%9Ctinyint%E2%80%9D+field+in+most+databa se +syste
msandsource=blandots=NscGk-
R5randsig=1hMOYByxt7ebRJ4UEjbpxMijTQsandhl=enandsa=Xandei=pvgeVJnTCNDkal_fgugOandv

ed=0CDYQ6AEwWAw#v=0nepageandgq=maximum%20value%200f%20a%20%E2%80%9Ctin yint%E2%80%
9D%20field%20in%20most%20database%20systemsandf=false
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