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QUESTION 1

Today, most organizations would agree that their most valuable IT assets reside within applications and databases.
Most would probably also agree that these are areas that have the weakest levels of security, thus making them the
prime target for malicious activity from system administrators, DBAs, contractors, consultants, partners, and customers. 

Which of the following flaws refers to an application using poorly written encryption code to securely encrypt and store
sensitive data in the database and allows an attacker to steal or modify weakly protected data such as credit card
numbers, SSNs, and other authentication credentials? 

A. SSI injection attack 

B. Insecure cryptographic storage attack 

C. Hidden field manipulation attack 

D. Man-in-the-Middle attack 

Correct Answer: B 

 

QUESTION 2

How many possible sequence number combinations are there in TCP/IP protocol? 

A. 320 billion 

B. 32 million 

C. 4 billion 

D. 1 billion 

Correct Answer: C 
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QUESTION 3

Which of the following is not the SQL injection attack character? 

A. $ 

B. PRINT 

C. # 

D. @@variable 

Correct Answer: A 

 

QUESTION 4

War Driving is the act of moving around a specific area, mapping the population of wireless access points for statistical
purposes. These statistics are then used to raise awareness of the security problems associated with these types of
networks. Which one of the following is a Linux based program that exploits the weak IV (Initialization Vector) problem
documented with static WEP? 

A. Airsnort 

B. Aircrack 

C. WEPCrack 

D. Airpwn 

Correct Answer: A 

 

QUESTION 5

Which one of the following is a command line tool used for capturing data from the live network and copying those
packets to a file? 

A. Wireshark: Capinfos 

B. Wireshark: Tcpdump 

C. Wireshark: Text2pcap 

D. Wireshark: Dumpcap 

Correct Answer: D 
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