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QUESTION 1

The Web parameter tampering attack is based on the manipulation of parameters exchanged between client and server
in order to modify application data, such as user credentials and permissions, price and quantity of products, etc.
Usually, this information is stored in cookies, hidden form fields, or URL Query Strings, and is used to increase
application functionality and control.

This attack takes advantage of the fact that many programmers rely on hidden or fixed fields (such as a hidden tag in a
form or a parameter in a URL) as the only security measure for certain operations. Attackers can easily modify these
parameters to bypass the security mechanisms that rely on them.
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What is the best way to protect web applications from parameter tampering attacks?
A. Validating some parameters of the web application

B. Minimizing the allowable length of parameters

C. Using an easily guessable hashing algorithm

D. Applying effective input field filtering parameters

Correct Answer: D

QUESTION 2

Choose the correct option to define the Prefix Length.

PPV © PRI © PRI © BRI © I © PR © PEeE © e
@ L @ ® @ o o

Metwork Subnet Haost

12AB : 0000 : 0000 : CD30 : 0000 : 0000 : 0000 : 0000 / 64

A. Prefix Length = Subnet + Host portions
B. Prefix Length = Network + Host portions

C. Prefix Length = Network + Subnet portions
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D. Prefix Length = Network + Subnet + Host portions

Correct Answer: C

QUESTION 3

Transmission Control Protocol (TCP) is a connection-oriented four layer protocol. It is responsible for breaking
messages into segments, re-assembling them at the destination station, and re-sending. Which one of the following
protocols does not use the TCP?

A. Reverse Address Resolution Protocol (RARP)

B. HTTP (Hypertext Transfer Protocol)

C. SMTP (Simple Mail Transfer Protocol)

D. Telnet

Correct Answer: A

QUESTION 4

You have compromised a lower-level administrator account on an Active Directory network of a small
company in Dallas, Texas. You discover Domain Controllers through enumeration. You connect to one of
the Domain Controllers on port 389 using Idp.exe.

What are you trying to accomplish here?

A. Poison the DNS records with false records

B. Enumerate MX and A records from DNS

C. Establish a remote connection to the Domain Controller

D. Enumerate domain user accounts and built-in groups

Correct Answer: D

QUESTION 5

Network scanning is used to identify the available network resources. Which one of the following is also known as a half-
open scan, because a full TCP connection is never completed and it is used to determine which ports are open and
listening on a target device?

A. SYN Scan

B. TCP Connect Scan

C. XMAS Scan
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D. Null Scan

Correct Answer: A
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