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QUESTION 1

After passing her CEH exam, Carol wants to ensure that her network is completely secure. She implements a DMZ,
statefull firewall, NAT, IPSEC, and a packet filtering firewall. Since all security measures were taken, none of the hosts
on her network can reach the Internet. Why is that? 

A. Statefull firewalls do not work with packet filtering firewalls 

B. NAT does not work with statefull firewalls 

C. NAT does not work with IPSEC 

D. IPSEC does not work with packet filtering firewalls 

Correct Answer: C 

 

QUESTION 2

Simon is a former employee of Trinitron XML Inc. He feels he was wrongly terminated and wants to hack into his former
company\\'s network. Since Simon remembers some of the server names, he attempts to run the axfr and ixfr
commands using DIG. What is Simon trying to accomplish here? 

A. Enumerate all the users in the domain 

B. Perform DNS poisoning 

C. Send DOS commands to crash the DNS servers 

D. Perform a zone transfer 

Correct Answer: D 

 

QUESTION 3

A (n) ____________ is one that s performed by a computer program rather than the attacker manually performing the
steps in the attack sequence. 

A. blackout attack 

B. automated attack 

C. distributed attack 

D. central processing attack 

Correct Answer: B 

 

QUESTION 4
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When reviewing web logs, you see an entry for resource not found in the HTTP status code fileD. What is the actual
error code that you would see in the log for resource not found? 

A. 202 

B. 404 

C. 505 

D. 909 

Correct Answer: B 

 

QUESTION 5

While working for a prosecutor, What do you think you should do if the evidence you found appears to be exculpatory
and is not being released to the defense ? 

A. Keep the information of file for later review 

B. Destroy the evidence 

C. Bring the information to the attention of the prosecutor, his or her supervisor or finally to the judge 

D. Present the evidence to the defense attorney 

Correct Answer: C 
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